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Architect a Secure, Scalable Azure Landing
Zone for Enterprise Migration
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Authentication

e Password hash synchronization
e Pass-through authentication

e Federation



Single Sign-On Authentication
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Self-Service Application Access — User-Initiated Access Request
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Secure Hybrid Identity Architecture
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Configure the API

Obtain access
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Configure Azure Monitor Alerts and Logic App

e Create an alert rule in Azure Monitor for
unauthorized access attempts on
Application 2.

e« Configure a Logic App to be triggered by
the alert, to notify the application

owvwner via email.

 Reviewvw and test the configuration for
accurate alerting and response
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Consent Workflow
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Dynamic Application-Level Access

Dynamic policies control user access to a web
application by inspecting access requests inrealtime
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Proxying Authentication Traffic

What is it?

Proxying authentication traffic involves traffic on
behalf of the application server, and re-sending
it back in the application server’s network.

Benefits include:

e Enhanced security
e Improved performance

e Capability to manage application servers
behind a firewall



Application Conditional
Access Policies

e Conditional Access Policies for
Enterprise Applications

e Conditional Access Policy Elements -
Users & Groups, Cloud Apps, Conditions,
Access Controls

e Enhance Your Application Security with
Conditional Access Policies
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Reverse Proxy with NGINX for Backend Routing

NGINX enables secure and scalable routing for enterprise
applications to multiple backend services behind the scenes. BaCkend 1
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Monitoring Enterprise App Access
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