Understanding Roles
& Permissions in
Microsoft Sentinel
Microsoft Sentinel RBAC

ensures least-privilege access
and clear separation of duties.
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Role Overview
(Microsoft Docs Table)

Role SIEM support Data lake support
° Se ntl N el |n Cl.Ud es 5 bu | lt_ln Microsoft Sentinel Reader View data, incidents, workbooks, and other resources Access advanced analytics and run
. . interactive queries on workspaces only.
roles for least-privilege
Microsoft Sentinel All Reader permissions, plus manage incidents M/A
access. Responder
° rOleS ta b l_e: Rea de I, Microsoft Sentinel All Responder permissions, plus install/update Access advanced analytics and run
Contributor solutions, create/edit resources interactive queries on workspaces only.

Responder, Contributor,
PlaybOOk Ope rator Microsoft Sentinel Playbook  List, view, and manually run playbooks MN/A
’

. . Operator
Automation Contributor.
Microsoft Sentinel Allows Microsoft Sentinel to add playbooks to M/A
Automation Contributor automation rules. Not used for user accounts.
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|IAM Overview

* Roles are managed via
Access Control (IAM) in the
resource group.

e RG-Sentinel Access
Control IAM.

’OR RG-Sentinel | Access control (IAM)

Resource group

| o

Search | &

e ¥ m

Overview
Activity log
Access control (I1AM)

Tags

u N
.= Resource visualizer

Events
Settings
Cost Management
Cost analysis
KN Cost alerts (preview)
‘$) Budgets
@ Advisor recommendations
Monitoring
Automation

Help

= Add ~ <+ Download role assignments Edit columns ':_:' Refrash Q'j Feedback
Check access  Role assignments Roles Deny assignments Classic administrators

o Looking for the previous check access view? Click here,

Check access

Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more &

Perparim Abdullahu Assignments
Active © Eligible & Deny &

2 0 0

| £ Search by role name or membership |

Role Mame T Scope Ty Membership T
v Active permanent assignments (2)
Oowner Subscription (Inherited) Perparim Abdullahu

Owner Subscription (Inherited) Perparim Abdullahu

Active time-bound assignments (0)
Eligible permanent assignments (0)
Eligible time-bound assignments (0)

Deny assignments (0)

® PerparimLabs

© PerparimLabs | Cloud Security



Current
Assignments

e Azure RBAC
Owner/Contributor may
override Sentinel roles.

* role assignments list with
Owner + Contributor.

- add ~ & Download role assignments Edit columns '3:'__‘3' Refresh
Check access Role assignments  Roles Deny assignments Classic administrators

Number of role assignments for this subscription (0 Privileged O

4 4000 2

View assignments

| 7 search by name or emai | Type : All Role : All
All (4) Job function roles (2) Privileged administrator roles (2)

[ ] Name T Type T4 Role T4

" Owner (2)

\:‘ e Perparim Abdullahu User
padmin@cloudmatearchite...

Owne!
Perparim Abdullahu -
\:‘ ° padmin@cloudmatearchite... User Owne!

' Microsoft Sentinel Contributor (2)

© PerparimLabs | Cloud Security

Subscription (Inherited)

Subscription (Inherited)

End time T Condition T4

Permanent

Permanent
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Add Role

ASS|gnment ’OR RG-Sentinel | Access control (IAM)

Rezource group

& Search | ¢ {
* Assign Sentinel roles %] Overview
through |AM.
@ Activity log

* Add ~> Role assignment.
Pj} Access control (IAM)

€ Tags

L} . .

.= Resource visualizer
Events

> Seftings

~ Cost Management
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Download role assignments Edit colum

Add role assignment

Add custom role

' assignments Roles Deny assign

0 Looking for the previous check access view? Click here,

Check access

Review the level of access a user, group, service principal, or man

Perparim Abdullahu Assignments
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Filtering
Sentinel Roles

P Search resources, services, and docs (G+/) I o Copilot 0 padmin@cloudmatearc...

CLOUDMATE ARCHITECTS (CLOU.

All services » Resource Manager | Resource groups > RG-Sentinel | Access control (JAM) »

* Filter to view all Sentinel  Addroleasignment

roles available.

Role” Members'

tions  Assignmenttype  Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more o7

‘Mi ft Sentinel’
o Se a rC h M I C ro S O e n I n e 9 Jobfunctionroles  Privileged administrator roles
ro le S a p p e a r . Grant access to Azure resources based on job funclion, such as the ability to create virtual machines.

H Microsoft Semme\‘ 0 Type: All Category : All

Name T Description Ty Type Ty Category T4 Details
Micrasoft Sentinel Automation Contributor Microsoft Sentinel Automation Contributor BuiltinRole Security View
Microsoft Sentinel Business Applications Agent Operator List and update actions on a business applications system. This role is in preview and subject to change. BuiltinRole None View
Microseft Sentinel Contributor Micrasoft Sentinel Contributor BuiltinRale Security View
Micrasoft Sentinel Playbook Operator Microsoft Sentinel Playbook Operator BuiltinRole None View
Microsoft Sentinel Reader Microsoft Sentinel Reader BuiltinRole Securnity View
Microsoft Sentinel Responder Microsoft Sentingl Responder BuiltinRole Security View

Showing 1 - 6 of & results,
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Role Permissions
Detail

* Each role grants specific
actions. Example:
Contributor can create
rules and workbooks.

e Sentinel Contributor
permissions list.

Microsoft Sentinel Contributor

BuiltinRole

Permissions  JSON Assignments

Description: Microsoft Sentinel Contributor

A Search permissions

Type : All

Permission Type
(®) Actions () DataActions
iy

Showing 500 of 1100 permissions View all (will take a moment to load)

Type Permissions

' Microsoft.Authorization

Read Acquire policy token operation ©

Read Get administrator (O

Read Get administrator operation statuses (O

Read Get deny assignment &

Read Read the information about diagnostic settings categories @O
Read Get information about diagnostics settings ©
Read Get Role eligibility schedule instance ©

Read Get management locks O

Read Get operations 0

Read List permissions (&)

Read Get policy assignment &

Read Get Private Link Association ©

Read Get Resource Management Private Link ©
Read Get Private Endpoint Connection @

Read Get Private Endpoint Connection Proxy (@

© PerparimLabs | Cloud Security

Description

Acquire 3 paolicy token at the specified scope.

Reads the administrators for the subscription.

Gets the administrator opreation statuses of the subscription.
Get information about a deny assignment.

Get the information about diagnostic settings categories
Read the information about diagnostics settings

Gets the role eligibility schedule instances at given scope.
Gets locks at the specified scope.

Gets the list of operations

Lists all the permissions the caller has at a given scope.
Get information about a policy assignment.

Get information about private link association.

Get information about resource management private link.

Get information about private endpoint cofn| X PerparImLabS

Get information about private endpoint connection proxy.



Assigning to
User

* Assign arole to a useror

group with defined scope.

* Review + assign with
member selected.

All services » Hesource Manager | Resource groups > RG-k»entinel | Access con

Add role assignment

Role Members Conditions Aszsignment type Review + assign
Role Microsoft Sentinel Contributor
Scope
Members
Name

Austin Williams
Description No description
Assignment type Eligible
Assignment duration  Time bound
Start date and time

End date and time

ﬂ Users with eligible and/or time-bound assignments must have a valid license.
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onfirmation

* Assignment confirmed.
User now has Sentinel
Contributor role.

* |AM showing Owner +
Contributor + new user.

Home » RG-Sentinel

Qp\ RG-Sentinel | Access control (IAM)

Resource group

A search | o
Cverview

B Activity log

% Access control (IAM)

€ Tags

+ Resource visualizer
Events

» Settings

Cost Management
Cost analysis
L Cost alerts (preview)
¢$) Budgets
@ Advisor recommendations
Monitoring
Automation

Help
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Add ~  + Download role assignments

Check access Role assignments

Number of role assignments for this subscription ©

4

Roles

4000

Deny assignments

£ Search by name or emai

All (5) Job function roles (3)

[] Name ©

" Owner (2)

D e Perparim Abdullahu

padmin@cloudmatearchite...

0 e Perparim Abdullahu

padmin@cloudmatearchite...

" Microsoft Sentinel Contributor (3)

D . Austin Williams
austinwilliams @cloudmate...

Privileged administrator roles (2)

Type TL

User

User

User

Q'j Feedback

Classic administrators

Privileged O

View assignments

Raole : All Scope : All scopes State : All
Role Ty Scope T4
Qwner Subscription (Inherited)
Owner Subscription (Inherited)

Microsoft Sentinel Contributor (%]

End time : All

Group by

State T

Active Permanent

Active Permanent

Eligible time-bound
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Key Takeaway
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« Reader =view only

« Responder =manage incidents
« Contributor = build & manage
« Automationroles = playbooks &
services”
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