
Mapping Threats with MITRE ATT&CK in 
Microsoft Sentinel

Visualize Adversary Tactics, Techniques, and Procedures (TTPs)
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What is MITRE ATT&CK?

• MITRE = Adversarial Tactics, Techniques & Common Knowledge

• A global knowledge base built from real-world cyberattacks

• Created by MITRE Corporation (same org behind CVE database)

• Used for:
• Threat modeling & kill chain analysis
• Learning attacker behaviors (reconnaissance → execution → 

persistence → exfiltration)
• Mapping defenses to known attack techniques
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Access MITRE in 
Sentinel
•  Open Microsoft Sentinel → 

Workspace

•  Under Threat Management, 
select MITRE ATT&CK

•  View tactics like Reconnaissance, 
Initial Access, Execution, 
Persistence, Privilege Escalation

 Tip: Each tactic = a phase in the attacker kill chain.
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Exploring 
Techniques
• Example: Initial Access → 

Phishing / Exploit Public-Facing 
Apps

• Sentinel shows:

       •  Short description of the 
technique

       • Links to MITRE ATT&CK 
knowledge base for deeper learning

       • Detection rules in your 
workspace that cover this attack

 Tip: Even without alerts, use ATT&CK to educate SOC teams about possible threats.
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Sentinel Detection 
Example

• Microsoft Sentinel maps incidents to MITRE ATT&CK 

techniques.

• Example: T1059 – Command and Scripting Interpreter 

detected in our workspace.

• Description: Attackers may abuse PowerShell, Bash, Python, 

or other interpreters to execute malicious commands or 

scripts.

• Sentinel shows:
    • 1 Detection, 0 Incidents, 0 Alerts (from sample data).

    • Active anomaly query rules monitoring execution behavior.

• Provides direct visibility into potential adversary behaviors 

within the environment.
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From Detection to Global 
Threat Intelligence

• Each detection in Sentinel links directly to the MITRE 
ATT&CK framework.

• Example: T1059 Command & Scripting Interpreter

   • 12 sub-techniques: PowerShell, Unix Shell, Visual 
Basic, Python, JavaScript, etc.

  • Procedure examples: Real-world use by APT groups 
(APT19, APT32, CHOPSTICK, DarkComet, etc.).

   • Platforms covered: Windows, Linux, macOS, cloud.

• Benefit for SOC Analysts:

   • Move beyond an alert to understand adversary 
tradecraft.

   • Strengthen threat hunting and incident response 
with context from global attacks.
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Learn One Attack a 
Day
• MITRE site lets you dive into real-

world attack techniques

• Example:

    • Brute Force = password guessing

    • Password Spraying = trying 
common passwords across many 
accounts

• Daily learning builds security 
intuitio
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Outro

MITRE ATT&CK + Sentinel = Knowledge + Action

• Learn global adversary behavior

• Map threats in your own environment

• Improve detection, response, and resilience
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