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Extending Workload Protection

with Microsoft Defender for Cloud

After establishing security posture and baseline controls, the next step is protecting what actually
runs in the cloud.

This project focuses on extending workload protection using Microsoft Defender for Cloud,
specifically for servers and App Services.

Designing runtime protection for Azure workloads



From Posture to Protection

* Measure posture
* Identify risk
 Protect workloads

Security posture tells us where we are weak, but it does not actively protect workloads.
Once posture is understood, architects must decide how to protect compute and
applications at runtime.

This is where Cloud Workload Protection comes into play.

Posture measures security gaps, but does not stop active threats.



Defender for Cloud: Plan Layers Explained

* Foundational CSPM
 Defender CSPM
 Cloud Workload Protection (CWPP)
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Microsoft Defender for Cloud is structured in layers.
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Cloud Workload Protection focuses on protecting
workloads such as servers and applications while
they are running.
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Defender for Servers (Architect View)

* VM runtime protection

* Threat detection

* Vulnerability insights

« Endpoint integration

e Agent-based and agentless coverage options

Defender for Servers is designed to protect virtual machines at runtime.

It provides threat detection, vulnerability assessment, and integration with
Defender for Endpoint.

From an architect’s perspective, this is about reducing risk on compute
resources that are exposed or business-critical.



Plan Selection & Cost Awareness

* Per-server pricing
» Scope matters
* Enable intentionally

Defender for Servers is a paid, per-server service.
Architects should never enable this blindly.
The decision must consider workload criticality, exposure,

and business risk to ensure cost aligns with value.



Defender for App Service (Why It Matters

* Protects PaaS workloads
 Detects suspicious behavior , ,
i Designed for PaaS where OS-level controls are not accessible.
» Context-rich alerts
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Why These Plans Are Not
Always Enabled

* Paid services
» Business approval required
* Architecture before activation

In real enterprise environments, architects don’t enable paid
security controls without proper scoping and approval.

The role of the architect is to design the protection strategy first,
then enable controls when the business is ready.



Architect Decision Matrix

Workload Enable CWPP? Reason
Production VMs Yes High risk
Dev/Test VMs Conditional Cost vs value
App Services Yes Internet-facing

Architects evaluate workloads differently.
Production systems usually justify full protection, while development environments may not.

This decision-making process is what turns security tools into an effective strategy.



Key Architect Takeaway

Posture measures risk. Protection reduces risk.

Security posture helps us understand risk, but workload protection reduces that risk.
Architects must design both, and enable controls intentionally to balance security,
cost, and scale.

Security tools are effective only when paired with architectural intent.
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Architect’s Perspective

This project focuses on architectural decision-making rather than tool activation.
Real security comes from knowing when and why to enable controls — not just how.
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