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 What Is Zero Trust?

 Assume Breach

Treat every access attempt as if it comes from an untrusted source — internal or external.

 Verify Explicitly

Always authenticate and authorize based on identity, location, device compliance, and 

risk.

 Use Least Privilege Access

Limit user access with just-in-time (JIT) and just-enough-access (JEA), risk-based 

policies, and adaptive controls.



 Real-World Scenario: Securing Access 
Across Devices & Tenants
• A global consulting company supports hybrid work across two Microsoft Entra 

tenants.
• Users access Teams, SharePoint, and Microsoft 365 apps from a mix of corporate 

and BYOD devices.
• Leadership needs to ensure secure collaboration without disrupting productivity — 

while blocking risky logins, protecting data, and keeping visibility across both 
environments.

 Challenges:
• Unmanaged devices accessing corporate data
• Limited visibility into risky sign-ins
• Lack of control over guest and cross-tenant collaboration
• Data leakage concerns from mobile or personal devices



 No control over risk from 
unmanaged or guest devices

Guest Access Granted

Apply Zero Trust — Protect access based on identity, 
device, and risk

#PerparimLabs



Zero Trust in Action: Protecting Identities, 
Devices & Data

 Identity Protection
Enforce Conditional 

Access with guest risk-
based policies

Block or challenge risky 
sign-ins using Microsoft 

Entra ID Protection
 Device Compliance

Require compliant 
devices for 

Teams/SharePoint 
access

Block BYOD access 
unless protected by 

Intune App Protection 
Policies

 Cross-Tenant 
Collaboration Controls

Enable Cross-Tenant 
Access Settings with 

inbound/outbound 
restrictions

Trust policies only for 
known partners — 
enforce B2B direct 

connect where needed

 Data Protection

Apply Sensitivity 
Labels & DLP for Teams, 

SharePoint, and 
OneDrive

Restrict downloads on 
unmanaged devices 

with Conditional 
Access Session 

Controls

 Security Principle: Never trust, always verify — enforce least privilege across tenants.



Unified Visibility & Control Across Tenants

 Microsoft 
Entra Admin 

Center

Manage both 
home and 

external users in 
one place

Monitor risky 
users, sign-ins, 
and device state 

centrally

 Insights from 
Identity 

Protection

Get alerts for user 
risk, sign-in risk, 

and leaked 
credentials

Trigger automated 
actions with User 

Risk Policies

 Conditional 
Access Policies

Centralized view 
of all policies: per 

user, per group, 
per app

Simulate changes 
before enforcing 
with What If tool

 Cross-Tenant 
Access Insights

View inbound & 
outbound trust 

settings

Track external 
user collaboration 
across apps and 

devices

Even across two tenants, Microsoft Entra gives IT a single lens to manage security, access, and compliance.



Enforce Policies Based on Risk, Device & 
Location

 Targeted Access Controls

Apply policies to specific users, groups, or guests

Enforce protection for apps like Teams, SharePoint, Exchange

 Identity & Sign-In Risk Conditions

Block access for high-risk users (e.g., leaked credentials)

Require MFA for sign-ins from new or suspicious locations

 Device State Enforcement

Block or limit access from unmanaged (BYOD) devices

Require Intune-compliant or Hybrid Azure AD joined status

 Location & IP-Based Policies

Block access from non-approved countries or IP ranges

Allow trusted locations for smoother experience

 Real-World Impact

Minimize exposure to threats

Maintain productivity without sacrificing security

With Conditional Access, every login is evaluated in real time — identity, device, risk, 
and location — then access is either granted, challenged, or denied.



Secure 
BYOD & 

Corporate 
Devices 

with Intune
•

 Real-World Benefit:
Guarantees that only secure, healthy devices can access sensitive company data — even in cross-tenant, hybrid scenarios.



Control Guest 
Access with 

Microsoft 
Entra B2B & 

Cross-Tenant 
Policies

•

Zero Trust means trusting guests by policy, not by default.



Real-Time 
Monitoring 

with 
Microsoft 

Defender & 
Logs

In Zero Trust, visibility is everything. You can’t protect what you don’t monitor



Zero Trust 
in Action: 

Key 
Takeaways

 These principles turn Zero Trust from theory into action — 
one identity, one device, one policy at a time.



Microsoft 
Tools That 

Brought This 
Solution to 

Life

All part of Microsoft’s modern security stack — enabling real-world Zero Trust, not just buzzwords.



Join the Journey – Cloud Security, Zero Trust & 
More

 I post weekly projects on:
• Microsoft Entra ID
• Intune & Endpoint Security
• Defender, Conditional Access, Governance
• Real-world Zero Trust architecture

 Follow or connect with me:
Perparim Abdullahu | Cloud Security Architect

linkedin.com/in/perparim-abdullahu-2b0530324
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