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Sync Status: X Error

While monitoring my Microsoft Entra Connect Health status, |
noticed a sync error alert under the Sync services tab N the Azure
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Home » Microsoft Entra Connect Health

2 Microsoft Entra Connect Health | Sync services » -
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4} Quick start o View Microsoft Entra Cloud Provisioning service health —
uick sta

v Microsoft Entra Connect (Sync)

© sync ermors |V Find by service name, active alert, last updated, and status
% 2 ¥ Service Name Ty Active Alerts TJ  Last Updated TL  Status T
4 ync services

> Active Directory Federation Services PerparimSC300lab.onmicrosoft.com 1 5/30/2025, T:45:34 AM © Error

> Active Directory Domain Services Showing 1- 1 of 1 results.

> Configure

> Troubleshooting + Support
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Missing Health

Agent
Detected

Although sync was enabled, the
Microsoft Entra Connect Health
Agent wasn't running properly due
to missing .NET prerequisites.

zlecting a

If ¥4

® Microsoft Entra Connect Health Agent Package Setup — x

2 Microsoft Entra Connect Health Agent

Setup Failed

An error occurred during agent installation, registration, or startup.

Please retry or search the registration log file for the text 'CriticalError’ to find more details.

Setup Bundle Log File: Setup Bundle Log
Instaliation Log File: Installation Log
Registration Log File: Reqgistration Lo

Mew agent startup traces can be found in folder:
"C:\ProgramData\Microsoft\AadConnectHealth Tracel"

Make sure you have completed all required prerequisites for setup.
Learn more
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nnectHealthAadSync

dConnect.msi
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Installation
Failed ¢

Initial attempts to install the agent
failed. | reviewed the log files but
didn’t find “CriticalError”.

The realissue was .NET version
compatibility!

3
File Edit Format View Help
Microsoft.Identity.Health.Agent Information: 8 : { lace 2
"agentTime": "2025-@5-29T18:58:15.56787917",
"message”: "TextWriter Listener Added”,

"additionallnfo": "[TraceFilePath:(C:\\ProgramData\\Microsoft\\AadConnectHealth\\Trace\\AadConnectHealthStartupTrace 2825
“tenantId": ",

"serviceId": "",

"seruicaMamhanTd" . "

"mac

"hyb

"ser Find what: |Cn't\caIE|T0r | Find Mext

"res
"tag
"call [ Match case Olp ®Down

“cal
il [Wrap around o Cannot find “CriticalError’
"durationMs": @,

"correlationId": "b7708d441-3d@b-47ad-bBcc-70147bddbff7",
"errorode”: ™"
}

Microsoft.Identity.Health.Agent Information: 8 : {
"agentTime": "2025-85-29T18:58:15.6158565Z",

"message”: "RegistryActions.GetEnabledProducts”,

"additionallnfo": "[TimeSincelastRefreshMs: (@) ][AadConnectHealthEnabled: (8)][EnableSyncMonitoring: (1)][EnableAdfsMonitord

"tonantTd"- "" W
< b

Direction Cancel Notepad w

Windows (CRLF) Ln1, Col 589 100%

Titem  1item selected 116 KB =

T~ Back To Top
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NET Framework Was Below
Required Version

My system had 4.6.1, so | updated the framework, restarted the system, and
reinstalled the agent.
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tO | | H e a lt hy Home > Microsoft Entra Connect Health

2 Microsoft Entra Connect Health | Sync services # - X

Perparims Cloud Solutions

é} Quick start 0 View Microsoft Entra Cloud Provisioning service health =
UICK 513
. .
> Afte r fIXI n g t h e ~  Microsoft Entra Connect (Sync)
N

|v Find by service name, active alert, last updated, and status

Service Name Ty Active Alerts 1) Last Updated Ty  Status

prereqUiSIteS and | 0 syncerrors

4 Sync services

Active Directory Faderation Services PerparimSC300lab.onmicrosaft.com 0 5/30/2025, 11:40:55 AM @ Healthy

reinstalling, the sync status
turned green.

Active Directory Domain Services Showing 1- 1 of 1 results,

Configure

R

Troubleshooting + Support

* No sync errors reported in
the dashboard. Problem
solved!

y 2 search resources, services, and docs (G+/) T Copilot 1 o L !
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Key Takeaways

» Always verify .NET
requirements

« Monitor agent install logs

* Use Entra Connect Health
for real-time sync status

 Small details matter in
troubleshooting
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