
Secure Azure Access 
Using Managed Identity 

(No Passwords Needed)
Learn how to use Managed Identity to securely connect an Azure VM to 

a SQL Database — no secrets, no passwords. A real-world security 
demo using Microsoft Entra and RBAC.

#AzureSecurity #ManagedIdentity #SC300 
#PerparimLabs



Managed Identity Types

#AzureSecurity #ManagedIdentity #SC300 #PerparimLabs

• System-assigned (1:1)

• User-assigned (Reusable)



 Assign Managed Identity to Azure VM
To securely access other Azure resources, we assign both:

•    “System-assigned identity for 1:1 resource access”

•    “User-assigned identity (vm-db-account) for shared, 
scalable access across multiple services”

These identities allow the VM to authenticate securely 
without storing passwords or secrets.

#AzureSecurity #ManagedIdentity #SC300 #PerparimLabs



 Create SQL Database with Entra Authentication

WE DEPLOY A 
SECURE SQL 

DATABASE USING:

MICROSOFT 
ENTRA-ONLY 

AUTHENTICATION 
(NO SQL LOGINS)

REGION AND 
COMPUTE 
SETTINGS 

OPTIMIZED FOR 
LAB USE

THIS PREPARES 
THE DATABASE TO 

ACCEPT 
CONNECTIONS 

FROM OUR VM VIA 
MANAGED 

IDENTITY — NO 
SECRETS, NO 
PASSWORDS.



 Grant Secure 
Access with RBAC
• We assigned the SQL Server 

Contributor role to our user-
assigned managed identity.
This lets the VM securely interact 
with the SQL Database — without 
using passwords or connection 
strings.

• Access is controlled using Microsoft 
Entra + RBAC, which allows precise 
permission management.
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 Key 
Takeaways 

from This 
Lab

 Enabled System + User-assigned Managed 
Identity on VM

 Deployed Azure SQL with Entra-only 
authentication

 Assigned SQL RBAC role to managed 
identity

 VM can now access SQL securely — no 
secrets needed

 Aligns with SC-300, Zero Trust, and real-
world architecture
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