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What Are Security Defaults?

• Basic, free protection enabled by default

• Forces MFA for all users/admins

• Blocks legacy authentication

• Not customizable — all or nothing
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Limitations of 
Security Defaults

• Cannot target specific users, apps, or locations

• Doesn’t support text, call, or app-password-based MFA

• Conflicts with Conditional Access policies

You can't build a real Zero Trust architecture with Security Defaults alone.
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What is Conditional 
Access?

Define with visuals:

• Signal-based access control (user, device, location, 
app, risk)

• Enforce MFA only when needed

• Block or allow access based on real-time logic
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Common Conditional 
Access Use Cases

 Require MFA for admins
 Block legacy authentication
 Only allow compliant devices
 Restrict access by location (e.g. block China)

Perparim Abdullahu AZ-305 Certified | SC-300 in Progress | 
#PerparimLabs



Perparim Abdullahu AZ-305 Certified | SC-300 in Progress | 
#PerparimLabs



Security Defaults vs Conditional Access
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Feature Security Defaults Conditional Access

MFA enforced for 
users/admins  (customizable)

Legacy auth blocked  (basic)  (fully scoped)

Risk-based controls  (with Entra P2)

Target specific 
users/groups

Report-only testing

Best for Small orgs Enterprises / Zero Trust
Conditional Access gives us real-world flexibility, testing, and targeted protection—this is how we move from default security to true governance.



Microsoft Entra ID: 
Identity Governance with 
Conditional Access

Lab by Perparim Abdullahu | SC-300 Candidate
Built with real policies replacing Security Defaults
#PerparimLabs | Microsoft Certified Azure Architect

 Replaced Security Defaults with scoped CA policies

 Enforced MFA for users and admins

 Blocked legacy auth with custom conditions

 All deployed in Report-only mode for safe rollout

 Follow for more labs
 DM for collab or questions
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