
Mastering 
Identity 
Governance with 
Microsoft Entra
Real-world lifecycle management using Access 
Packages, Terms of Use & Access Reviews

#PerparimLabs



Why Identity 
Governance Matters
• Manual access = overprovisioning 

• Guest users linger too long

• No visibility into who has access to 
what

 Microsoft Entra Identity 
Governance automates it all.



Access Packages 
& Catalogs

• Catalog = folder to organize 
packages

• Access Package = bundle of apps, 
groups, SharePoint

 Users request access based on 
job role/project



Lifecycle 
Automation
•  Self-service requests

•  Approvals or auto-assign

•  Access expires after set period

•  Users request renewal

•  Auditable logs for compliance



Terms of Use (ToU)

• Upload NDA / GDPR PDF

• Users must expand & accept before 
access

• Reaccept every 30–360 days

• Enforced via Conditional Access 



Access Reviews
• Review guest access quarterly

• Reviewer: Owner / Manager / User

• Auto-remove if no response
 Built-in emails + reminders



Real-World 
Scenario
•  Client Need:

Control secure access for a temporary medical project team

•  My Solution (Microsoft Entra):

• Created a Medical Catalog

• Built an Access Package bundling group, app, and SharePoint

• Enforced NDA with Terms of Use

• Scheduled quarterly Access Reviews for guest cleanup

•  Result:
 Fast onboarding
 Auto-expiration of access
 Audit-ready identity governance
 Less manual work for IT



 Have you used Microsoft Entra Identity 
Governance yet?
• Whether it's access packages, ToU, or guest reviews — it's a game 

changer for security and compliance.

 Let me know how you're securing access in your org!
        Follow for more labs like this 

#MicrosoftEntra #SC300 #IdentityGovernance 
#AccessReviews #ZeroTrust #PerparimLabs
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