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& MANAGE ACCESS TO
ENTERPRISE APPLICATIONS IN
MICROSOFT ENTRA

Enable secure authentication, enforce least
privilege, and streamline app access control.
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SECUR]
CLO . & DA\
APPLICATION

Modern organizations rely on Soa‘d\cloud—hos’red opplicﬁo’rions.

AdeS’r control:

. Who can access which apps

N
B

«  Whether external users can connect

«  What data apps can read via user consent

Intfroduce the problem of uncontrolled access and the need for
centralized management.
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Tenant-Level vs Application-Level Controls
6 TENANT- In Microsoft Entra ID, access to enterprise apps is managed

LEVEL Vs at two levels:
APPLICATION- Tenant-Level Application-Level
LEVEL Settings Settings
CO NTRO I_s Global Policies App registration &

permissions
- Company branding

« Conditional Access
« MFA enforcement
- User settings

- Who can access
specific apps
- Consent settings

- Role assignments
per app
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* From Microsoft Entra ID:

 Click Create

« Users can access it via

- -

ADD A SAAS APP & ASSIGN ACCESS TO USERS

™ Copilot

= Microsoft Azure

s Salesforce | Users and groups

« Go to Enterprise Applications
» Click + New Application

 Choose a SaasS app (e.g., Box,
Adobe, Salesforce)

« ASSIgN users or groups to the app

& Benefit:
Centralized control of which users can access which apps — no need for local credentials.


https://myapps.microsoft.com/

Instead of making someone a Global Admin, use these
two built-in Entra roles:

¥ Application Administrator

Full control over all apps

Can manage SSO, permissions, app registrations

¥ Cloud Application Administrator

Can only manage apps they created or were assigned
ldeal for limited scope app ownership

@ Assign via:
Entra ID > Roles and Administrators > Add Assignment
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Membership Setting

o You can also assign roles to groups now. Learn more
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Resource type

Directory

Select role O

Scope type (D

Directory
Select member(s) * O

1 Member(s) selected

Selected member(s) (D
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Roles and administrators | All roles

> Application Administrato




TTRALIZED APP ACCESS &
+ ADMIN DELEGATION

° Wi.l.h Microsof.l. EI’TITO : = P Search resources, services, and docs (G+/)

i Enterprise applications | All applications

« @ Users only see apps they've been

OSSig ned + New application t::‘ Refresh L Download (Export) 0 Preview info == Columns & Preview features J Got
8 Admins can manage apps securely [ P —
bcsed On Their rO|e - zl\,ewew o The list of applications that are maintained by your organization are in application registrations.

oy , Diagnose and solve
O C .O nd ITI O n O | AC C ?SS ! SS O ! G n d, " P n name or object ID Application type == Enterprise Applications X Application ID starts with X
permissions are applied automatically v Manage pholrud
o N O need fOF GlObGl Ad miﬂ rig hTS jUST & All applications Name T Object D Application ID Homepage URL
to assign apps g Piate Netwotk & sicione . gy ssoroscom

connectors
# User settings

& App launchers

) This mOdel SUppOrTS Zero TrUSi Ond SCOleS - Custom authentication
well in hybrid environments. oHidirs

> Security
> Activity

> Troubleshooting + Support
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& KEY TAKEAWAYS FROM THIS
ENTRA ID LAB

- Manage enterprise app access at both tenant & app levels

- Assign only the needed Entra roles (least privilege)

- Add apps from the gallery & control who can access them

- Use Application Admin or Cloud App Admin for delegated app control
@ Deliver secure access through SSO + Conditional Access

- @ All powered by Microsoft Entra ID & aligned with SC-300
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& Built in #PerparimLals

Based on SC-300 | Microsoft Entra Identity
Xelgglly

¥ linkedin.com/in/perparim-abdullahu-
2b0530324

B Follow forreal-world labs, identity security,
and Azure architecture

#SC300 #MicrosoftEntra #ZeroTrust
#AzureSecurity #Enterprise Apps #PerparimLalbs
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