
Lab: Protecting 
Identities with 
Microsoft Entra ID 
Protection

Configure and Monitor User & Sign-in 
Risk Policies using Entra ID P2
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What is Microsoft 
Entra ID Protection?

•  Formerly known as Azure AD Identity Protection

•  Uses AI and risk signals to detect compromised 
identities

•  Protects users via automatic response policies

•  Requires Microsoft Entra ID P2 license
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 Lab 
Objectives
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CONFIGURE SIGN-IN 
RISK POLICY

CONFIGURE USER 
RISK POLICY

MONITOR RISKY 
SIGN-INS AND RISKY 

USERS

TRIGGER AND 
REVIEW RISK 
DETECTIONS

LEARN REAL-WORLD 
ALERTING AND 

REMEDIATION FLOW



Step 1 – Access Identity Protection
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GO TO 
PORTAL.AZURE.COM

OPEN MICROSOFT 
ENTRA ID

NAVIGATE TO: 
SECURITY > IDENTITY 

PROTECTION



Step 2 – Sign-in Risk Policy
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TARGET: ALL USERS 
(OR TEST GROUP)

RISK LEVEL: MEDIUM 
AND ABOVE (OR LOW 

TO TEST EASILY)

ACCESS CONTROL: 
REQUIRE MFA



Step 3 – User Risk Policy
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Target: All users Risk level: Low 
and above

Access control: 
Require password 
change (or block 

access for testing)

 Note: You can also choose 
“Block Access” to test how users 
are blocked during high risk. In 
production, “Require password 
change” is more user-friendly.

We use Block Access for testing, but 
Require Password Change is preferred 
for production.



Step 4 – View Risky Users
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Navigate to: Identity 
Protection > Risky Users

View flagged users with 
detected anomalies

Click into details for risk 
type (e.g., unfamiliar sign-
in)



Step 5 – View Risky Sign-ins
•  Navigate to: Identity Protection > 
Risky Sign-ins

•  Filter by time range or user

•  Look for risk types like:
              Atypical travel
              Anonymous IP
              Malicious browser
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 Filter by last 7 days or custom 
interval to analyze suspicious sign-ins 
and trends.

 Want to simulate a risk? 
Use the Tor browser to sign in 
with a masked IP and trigger 
Entra ID Protection alerts.



 Identity Protection – Key Takeaways

• Entra ID Protection helps detect & block compromised accounts

• Policies can auto-remediate based on real-time risk

• Works best with Conditional Access + P2 license

• Great addition to any Zero Trust strategy
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