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Why MFA Matters

•  MFA protects identities using 2+ verification factors.

•  Prevents phishing, stolen passwords, and remote logins.

•  Required by Zero Trust, NIST, CIS, and other standards.



Step 1 – Go to Per-
user MFA Settings

• Lab Action:

• Go to: Microsoft Entra ID > 
Users

• Click the ⋯ (three dots) in 
the top-right > Select Per-
user MFA



Step 2 – Enable & Enforce 
MFA for Test User

Lab Action:

1.Find a user like TestUser1

2.Click the checkbox > Click Enable > Confirm

3.Then click Enforce to make it mandatory



Step 3 – Manage 
MFA Service 
Settings

• Disabled legacy App passwords to improve 
security.

• Skipped MFA for trusted IP addresses and 
federated users if needed.

• Configured the option to “Remember MFA on 
trusted devices” (e.g., 7–90 days).

Note: Microsoft now manages MFA 

methods under Authentication Methods 
(new approach).



Step 4 – Enable 
Microsoft 
Authenticator for 
MFA

• Enabled Microsoft Authenticator app for MFA.

• Scoped to All Users or specific group (depending on 
your config).

• This is the modern, recommended method to enforce 
MFA registration.

• Authentication methods like FIDO2, SMS can be added 
similarly.

Authentication method settings have moved here to provide unified control over both MFA and Self-Service Password Reset (SSPR).



Configure MFA 
Authentication 
Methods

Lab Action:

1.Go to: Microsoft Entra ID > Security > Authentication 
Methods

2.Click on Microsoft Authenticator > Enable for All Users

3.(Optional) Enable FIDO2 or SMS



Step 5 – Test 
User MFA 

Registration 
Experience

• Logged in as the test user after enforcing 
MFA.

• Prompted to register an MFA method (e.g., 
Microsoft Authenticator App).

• User can scan QR code or set up via phone 
number/SMS.

• Required by policy if Enforced via per-user 
MFA or Conditional Access.

Using InPrivate/Incognito helps simulate the experience of a fresh sign-in and shows the MFA enforcement in action.

 Follow me for more Microsoft Entra labs and SC-300 insights → 
#PerparimLabs



Key Takeaways & Summary

• Implemented MFA using Per-user MFA enforcement in 
Microsoft Entra ID.
• Blocked legacy features like app passwords for stronger 
security posture.
• Enabled modern authentication methods like Microsoft 
Authenticator App.
• Simulated end-user experience to show real-world MFA 
registration.
• Future-proof MFA deployment by using Authentication 
Methods blade.

•  In enterprise environments, it's best to 
enforce MFA using Conditional Access policies, 
allowing for scalable, policy-based control over user 
groups, locations, risk levels, and device states.
•  This lab aligns with Zero Trust principles by 
requiring strong, verified user identities before 
granting access.
•  Directly maps to Microsoft SC-300 exam 
topics, specifically:
• "Implement and manage authentication methods“
• "Plan, implement, and manage MFA in Microsoft 
Entra ID

 Built in my SC-300 lab using Microsoft Entra ID
 Follow for more labs, real-world walkthroughs, and identity security demos
 #PerparimLabs | #MicrosoftEntra | #SC300 | #AzureSecurity
 Let’s connect: linkedin.com/in/perparim-abdullahu-2b0530324
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