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Deploy Microsoft Global Secure Access Client
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Secure Internet and Microsoft 365 Access with Entra

Home > Perparims C ‘
Perparims Cl >

Perparims Cloud Solutions

 Learn how to enable and deploy Microsoft’'s Global Secure Access client
Learn more » Explore Internet Access, Microsoft 365 Access, and Conditional Access policies
» Connect securely without relying on traditional VPN solutions

» Demonstrate Zero Trust enforcement through device and user authentication
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#GlobalSecureAccess #Zerolrust #MicrosoftEntra



Activate Global Secure Access in Entra Portal

Welcome to Global Secure Access

Microsoft Entra Internet Access and Microsoft Entra Private Access are unified under Global Secure Access. With Microsoft Entra Internet Access,
secure access to all internet and software as a service (SaaS) apps and resources. Microsoft Entra Private Access is the new identity-centric Zero
Trust Network Access (ZTNA) solution. Learn more Home > Perparims Cloud Solutions >

Perparims Cloud Solutions
Activate

P
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Welcome to Global Secure Access

Microsoft Entra Internet Access and Microsoft Entra Private Access are unified under Global Secure Access. With Microsoft Entra Internet Access,
secure access to all internet and software as a service (SaaS) apps and resources. Microsoft Entra Private Access is the new identity-centric Zero
Trust Network Access (ZTNA) solution. Learn more

Get Started

» Go to https://entra.microsoft.com

* In the left menu, scroll down to Global Secure Access
* Click on Settings — Session Management

* Under "Global Secure Access", click Activate

» Wait a few moments for activation to complete

#EntraPortal #SecureAccess #ActivationStep



https://entra.microsoft.com/

Turn On Adaptive Access for Conditional Policies

* In Entra Portal, stay in Global Secure Access — Settings
* Click Session Management o o e
» Scroll to Adaptive Access Settings & protacton Bl o e T T > S

o)

E n a b I e th e tog g I e . £ Identity Governance ~ S o teebaces
L “Enable CA Signaling for En tra ID 7 B verified ID ~ Universal Tenant Restrictions  Adaptive Access

Adaptive access settings allow admins to enable features used by Microsoft Entra Conditional Access and Microsoft Entra Identity Protection.
# Permissions Management

Global Secure Access signaling enables client IP restoration, which is used by Conditional Access (CA), Continuous Access Evaluation (CAE), Identity

Protection, and Microsoft Entra ID sign-in logs. Learn more
@ Global Secure Access ~ ~
~~ Global Secure Access signaling provides network location information to Conditional Access, enabling admins to create policies that restrict user access to
[ Dashboard specific apps based on their use of the Global Secure Access client or a remote network. Learn more
B3  Applications ~

Enable CA Signaling for Entra ID (covering all cloud apps) (D

Why it Matters:

Application discovery

This lets Conditional Access

Insights & Analytics

policies recognize and work o )
with the Global Secure

Client download

Access client — key to Zero

Trust enforcement. N .

Web content filtering palicies

TLS inspection policies

(Preview)
Monitor ~
3 Settings ~

Session management

Enriched Microsoft 365 logs
management

#Zerolrust #CopnditigyalAccess-#EntraAdaptiveAccess



Activate the Microsoft Traffic Profile

Microsoft E

M Home
/ What's new

B3 Diagnose & solve problems
Y Favorites

> Identity

@ overview
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L&y Devices
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Enterprise applications
App registrations

Ea Roles & admins

@ Billing

€53 Settings

& Protection

@ Identity Governance
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< Monitoring & health

Show less
4. Protection

(&) ldentity Governance
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a admin center

Home

Traffic forwarding

£ Search

resources, services, and docs (G+/)

€D To use these capabilities the following licenses may be required: Microsoft Entra Internet Access or Microsoft Entra Private Access. Activate or Learn more

(D Refresh

Rj Got feedback?

Manage traffic forwarding profiles

Traffic forwarding profiles enable admins to forward specific traffic to Global Secure Access. Assign traffic forwarding profiles to

users running the Global Secure Access client. For clientless devices, use the Microsoft profile to assign to remote networks.

Learn more

(D One or more profiles are configured and ready to use. To finish setup, Download Global Secure Access client

=

Microsoft traffic profile
Enabled

Last modified on 06/07/2025, 12:54 PM

Applies to

Internet traffic to Microsoft services
Microsoft traffic policies

4 policies View

Linked Conditional Access policies

2 policies View

User and group assignments

1 users, O groups assigned View

Remote network assignments

0 assigned remote networks View

@

=

Tenant is missing the needed license
(Microsoft Entra Private Access) to use this
profile.

Private access profile
Disabled

Last modified on 06/07/2025, 12:19 PM

Applies to

Private resources

Private access policies

Quick Access, 0 Applications

Linked Conditional Access policies
None

User and group assignments

0 users, 0 groups assigned View

Remote network assignments

Not applicable

@

S

Tenant is missing the needed license
(Microsoft Entra Internet Access) to use this
profile

Internet access profile
Disabled

Last modified on not available

Applies to
All internet traffic, except for the
Microsoft traffic profile

Internet access policies

4 policies View

Linked Conditional Access policies

2 policies View

User and group assignments

0 users, 0 groups assigned View

Remote network assignments

Not applicable

» Navigate to Global Secure Access >
Connect > Traffic Forwarding

 Locate the Microsoft traffic profile
section

* Click the toggle to enable the profile

* Assign it to your user account to apply
the settings

* This profile secures traffic to Microsoft
365 services like Entra ID, Exchange, and
SharePoint

#GlobalSecureAccess #EntralD #Microsoft365Security



Microsoft Entra admin center 0 Search resources, services, and docs (G+/)
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Protection
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Permissions Management

Global Secure Access
Dashboard
Applications

Connect

Traffic forwarding
Client download
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Connectors

Secure

Monitor

Settings

Customize Microsoft 365 Traffic Forwarding

a

Home

Traffic forwarding

€@ To use these capabilities the following licenses may be required: Microsoft Entra Internet Access

() Refresh 27 Got feedback?

Manage traffic forwarding profiles

Traffic forwarding profiles enable admins to forward specific traffic to Global Secure Access. Ass
users running the Global Secure Access client. For clientless devices, use the Microsoft profile tc

Learn more

(D One or more profiles are configured and ready to use. To finish setup, Download Global Secure /

r‘) Tenant is missing the needed license
(Microsoft Entra Private Access) to u
profile.

@D Microsoft traffic profile

Enabled

Private access profile
0 Applies to

Disabled
Internet traffic to Microsoft services Last modified on G6/07/2025,
=  Microsoft traffic policies = Applies to
4 policies View Private resources

. . o Private access policies
= Linked Conditional Access policies P

\CC lica
2 policies View Quick Access, 0 Applications

A User and group assignments

Linked Conditional Access
1 users, 0 groups assigned View i
@& Remote network assignments £ User and group assignment
0 assigned remate networks View 0 users, 0 groups assigned Vie
@  Remote network assignmen

Not applicable

Policies & rules (Microsoft access profile)

Traffic Profile

Remote networks acquire IP-identifiable traffic only.

(D Please note that we are working on acquiring additional Microsoft traffic. Learn more

Policy

> Exchange Online

W

W

SharePoint Online and OneDrive for Business

W

Microsaft 365 Common and Office Online

Skype for Business Online and Microsoft Teams

Enable/Disable

(<< <

Destinati...

Click View under Microsoft Traffic Policies

* Expand services like:

« @ Exchange Online

. SharePoint Online

* 88 Microsoft Entra ID & Microsoft Graph

Choose whether to Forward or Bypass each service
* Forwarding ensures traffic is inspected via Global
Secure Access policies

« Save changes after setting your preferences

#SecureAccess #TrafficPolicy #ConditionalAccess
#MicrosoftCloud



Microsoft Entra admin center
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Assign the Traffic Profile to Users

Traffic forwarding

0 Search resources, services, and docs (G+/)

ure Access. Assign traffic forwarding profiles to

ign to remote networks.

Internet access profile

Disabled

a

Applies to

Allinternet traffic, except for the
Microsoft traffic profile

= Internet access policies

4 policies View

2 policies Vi

#£  User and group assignments

0 users, 0 gro

Remote network assignments
Not applicabl

v £
Q Touse capabilities the following licenses may be required: Microsoft Entra Internet Access or Microsoft Entra Private Access. Act
v
") Refresh A7 Got feedback?
v
v Manage traffic forwarding profiles
v Traffic forwarding profiles enable admins to forward specific traffic to Global Se
Secure Access client. For clientless devices, use the Microsoft profile to 2
%
D) One or more profiles are configured and ready to use. To finish setup, Download Global Secure Access client
v
. N is missing the needed license
@ Vicrosoft traffc profle
7 Enabled
Private access profile
v Applies to bled
ntemet traffic to Microsoft services
Microsoft traffic policies o Appliesto
4 pol Private resources
N
3 52 y = Private access policies
Linked Conditional Access policies P
uick Access, 0 Applications
2 policies Vie Quick Acce: pplication:
e & User and group assignments = Linked Conditional Access policies
1 users, 0 groups assigned V None
A
Remote network assignments £ User and group assignments
0 assigned remote networks V ors, 0 groups assig e
& Remote network assignments
Not applicabl
v
v
v
v
A
«

Linked Conditional Access policies

User and group assignments

Assign ust

apply to use

remote network assigned to the traffic

Assign to all users (@ No

Select users

Assigned

traffic fon

the profile. H

orware

er, the policies may still apply if a user
profile.

#GlobalSecureAccess

Traffic forwarding profile p

olicie:

on

UserAssignment #Microsoft365Security

Still in the Microsoft Traffic Profile section
Click Assign to specify who this profile
applies to

» Choose All users or select specific
users/groups

» Click OK to confirm assignment

* Assigned users will have traffic policies
applied via Global Secure Access
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Deploy the Global Secure Access Client
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Client download

Client download

Remote networks

Learn & support

PerparimAbdullahu
PERPARIMS CLOUD SOLI

v

-

Home > Traffic forwarding >

Client download

A supported client or app can be used to tunnel network traffic from a device to the Global Secure Access service, The installation can be interactive or silent, using a mobile
manager such as Microsoft intune. How to download the Global Secure Access Windows client 2

~ Windows
.. windows 10/11 System requiremeants
. * Windows 10/11
.. Download Client = Microsoft Entra joined
* Local admin permissions
> Android

> i0S | PREviEW

> macOS | preview

v

Home > Traffic forwarding > B GlobalSecureAccessClient.exe
. Open file
Client download
See more
@ Global Secure Access Client Setup — 4

A supported client or ap ervice. The installation can be interactive or silent,

manager such as Micros A
@ Global Secure Access Client
> Windows

Installation Successfully Completed

lystemn requirements

.. s Wwindows 10/11
.. l Microsoft Entra joined

Local admin permissions

> Android

Close

> i0S | preEviEw

> macOS | preview

» Go to entra.microsoft.com

* Navigate to: Global Secure Access —
Connect — Client Download

» Download and run the client installer on a
supported Windows device (physical or VM)
 Follow the installation steps to complete setup
» After install, the client appears in the system
tray

#SecureAccessClient #Windows10 #CloudSecurity


https://entra.microsoft.com/

» After installation, right-click the Global Secure
Access Client in the system tray

» Select Advanced Diagnostics

Validate Client + Check:

* (v Authentication Status (should say

COnneCtion & “Authenticated”)
- B Device Join Status (should show Microsoft
Health Entra ID joined)

&) Forwarding Profile (should reflect your
enabled profiles like Microsoft 365 Traffic)

4 #ClientHealthCheck #EntraSecureAccess #Diagnostics



Global Secure Access Client — Entra ID Join Check

* Current VM is not Entra ID Joined (shows as wicrosoftentraloined: No

w | - o
< Settings - O

i

I & Home Access work or school

Find a setting

A= Your info
= Email & accounts
Sign-in options
I B3 Access work or school
A, Other users

Windows backup

Q

Get access to resources like email, apps, and the network. Connecting
means your work or school might control some things on this device,
such as which settings you can change. For specific info about this,
ask them.

+ Connect
. Work or school account
. PerparimAbdullahu@Perparim5C300lab.onmicrosoft.com

E Connected to PERPARIMSC300LA AD domain

perparimsc300lab.com

Related settings

Add or remove a provisioning package
Export your management log files

Set up an account for taking tests

Help from the web

AT O SUPPUTT

Yentraomicrasnftonmithlade Micrnmn

F+ Fnt

ra PM/PMNAshhaard React

Wi

== o As a result, the GSA Client displays a "Disconnected"” error
j * In production, the device must be:

* Microsoft Entra Joined

* Microsoft Entra Registered

* or Hybrid Joined

* This join status is required for:

» Conditional Access to take effect

» Traffic Forwarding rules to apply

* For demo purposes, we're continuing without full join

"Note: In this lab, our test VM isn’t joined to Entra ID,
so the GSA client shows Disconnected. In real-world
deployments, proper device registration ensures full
integration with Conditional Access and Traffic

’_‘,,, Forwarding profiles."

#EntralDJoin #LabDemo #GlobalSecureAccess #Zerolrust



Why My Device Shows
“Disconnected” in GSA Client?

* Client shows Disconnected because
device is not Microsoft Entra Joined

* GSA requires device to be joined to
Microsoft Entra ID to authenticate the
user

« Common in lab VMs or personal
machines not enrolled or joined

« Joining device would require using
Microsoft Entra ID user during device
setup or enrollment

* Since this is a test VM, we skipped
device join intentionally

A= Your info

E1 Email & accounts
Sign-in options

I B=3  Access work or school

R, Other users

Q

Windows backup

w - —
&« Setting: - m}
I @ Home Access work or school
ind a setting Get access to resources like email, apps. and the network. Connecting
means your work or schoel might control some things on this device,
rmissicns Management , I
ccounts such as which settings you can change. For specific info about this,

ask them.

+ Connect
. Work or school account
. PerparimAbdullahu@Perparim5C300lab.onmicrosoft.com

E Connected to PERPARIMSC300LA AD domain
g

erparimsc300lab.com

Related settings

Add or remove a provisioning package
Export your management log files

Set up an account for taking tests

Help from the web

Yentramicrasnft com/fhlade Micrazaft Frten DD

#GSAClient #MicrosoftEntra #LabDemo #ZeroTrust

MNashbanrd Reacfiow




Microsoft
CERTIFIED

Global Secure Access -
Summary & Lessons Learned * e K

* Global Secure Access provides modern zero trust
connectivity

« Combines Internet Access, Private Access, and
Microsoft Traffic Access

* Requires proper licensing (Microsoft 365 E5 or Entra
P1/P2)

» Devices must be Microsoft Entra Joined for full
functionality

me > Perparims Cloud Solutions

+ Conditional Access controls and traffic forwarding Perparims Cloud Solutions
profiles increase security posture

ﬂQ
- Ideal for remote workers and cloud-first organizations 2 N |

(8§ #ZeroTrust #MicrosoftSecureAccess #CloudSecurity #PerparimLabs
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