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Threat Hunting in Microsoft Sentinel

* e K

Using Built-in Queries to Detect Suspicious Activity

* Threat hunting = proactive search for threats that haven’t triggered
alerts.

* Sentinel leverages log data + built-in KQL queries.

* Goal: detect hidden attacks, lateral movement, open ports, or risky
behaviors.
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Content Hub
Providers e

* Hunting queries are powered by
installed solutions/connectors. .~

« Each provider (Microsoft Entra ID,
Defender XDR, Azure Activity, etc.
brings:

« Prebuilt queries
. Data connectors
. Analytics rules

* Installing these ensures you have “~~ -

the queries + data needed. =

. Tip: More connectors = richer hunting capability.

Content hub

| 424
| Solutions

Running hunts is free; data ingestion is billed via Log Analytics.
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Query Library

« Sentinel provides 181+ hunting
queries mapped to MITRE
ATT&CK tactics.

 Examples:
« Port scanning activity
« Phishing attempts
- Lateral movement detection

» Queries are categorized by tactics
(Initial Access, Persistence,
Impact, etc.).
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Selecting a Query

Example query: Port opened for
an Azure Resource.

Purpose: detects ports opened on
VMs or Arc-enabled servers.

Shows KQL script on the right-hand
pane.

You can run as-is or customize
KQL (e.g., change timeframe).

Hunting

|12 /181

| Active / total queries

Hunts (Preview)

Reconnaissance

D) Last 24 hour:

£ port

s 4+ New query

los0 |o |o

| Resultcount / queriesrun | Livestream Results | My bookmarks

Queries Livestream Bookmarks
a

0 86
Resource Development Initial Access

[> Run selected queries

Add filter

Query Results

Port opened for an Azure Resource

Check for multiple signs of Ransomware Activity

MITRE - Suspicious Events

Hunt for malicious attachments using external 10C source

Detect Potential kerberoast Activities

Hunt for malicious URLs using external 10C source

Appspot Phishing Abuse

Suspicious Spoolsv Child Process

TI Map File Entity to WireData Event

Files Copied to USB Drives

T1 Map File Entity to VMConnection Event

Service Accounts Performing Remote PS

Email malware detection report

Unusual Volume of file deletion by users

Email containing malware accessed on a unmanaged devi...

SAM Name Change CVE-2021-42278

Credlential Harvesting Using LaZagne

Page 1 of1 Showing 1o 29 of 28 results.

ge Escalation

Hunt actions

I+ More content at
Cantent hub

Wl Columns

Results delta

fense Evasion

Credential Access Discovery

¥
9

5

5 defta percentage

© PerparimLabs | Threat Hunting in Microsoft Sentinel

o

Lateral

Content sour
Content hub

Content hub

it hub

Content hub

ontent hub

Content hub

Cantent hub

Content hub

wb

Content hub

Cantent hub

Movement ¢

ce Nata sources

Aaurehctivity

Right pane shows KQL + related
entity types and ATT&CK mapping

® = 2]

9 6 19

Command And Cantrol Exfitration mpact
Tactics Techniques

Q' Command 4ot Goptd 1071, T1571

Exealfibrim,

Initial Acces

Impact

0 Execution T1204

1@

0 Refresh Il workspaces &7 Guides & Fee

otq Port opened for an Azure Resource

Content hub
Content source

AzureActivity

Results Data sources

identifies what ports may have been opened for  given Azure Resource

he Last 7 d:

s

go(lookback)

, include it
parse_json(tostring(parse_j

actic
Command And

esents haw
Control ems under their
Impact

® PerparimLabs



[ J
Advanced hunting 9 Selected workspace: sentinellogworkspace ) Help resources (@ Query resources report (] Schema reference
# New query # New query % Mew query # New query* -
Schema  Functions  Queries  Detection Rules C Setinquery ~ Bl Save + Share link Fal Create summary rule BB Create detection rule

* Run queries directly in Advanced A
Hunting. ; = 7
« Output: list of matching activities (if .7 1 -
SACEERY, .
* Even with no results, this |
demonstrates:
. Query syntax
. Data sources checked

. Baseline validation

* Time range matters (retention +
lookback window control what you

see). ® PerparimLabs

Tip: In real SOC, lack of results still validates
your baseline security posture.
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Search

Favorites

Your favorites list is empty. To add a schema, click the schema menu and

select "Add to Favorites"
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P (@ Query results are presented in your local time zone as per settings. Kusto filters, however, work in UTC

1 Ilet lookback = 7d;

2 AzureActivity

3 | where TimeGenerated >= ago(lookback)

4 | where OperationNameValue has_any ("ipfilterrules", "securityRules", "publicIPAddresses", "firewallrules") and OperationNameValue endswith "w
A // Choosing Accepted here because it has the Rule Attributes included

6 | where ActivityStatusValue

"Accepted"
7 // If there is publicIP info, include it

8

extend parsed_properties = parse_json(tostring(parse_json(Properties).responseBody)).properties

9 | extend publicIPAddressVersion = case(Properties has_cs 'publicIPAddressVersion',tostring(parsed_properties.publicIPAddressVersion),"")
10 | extend publicIPAllocationMethod = case(Properties has_cs 'publicIPAllocationMethod',tostring(parsed_properties.publicIPAllocationMethod),"")
A Getting started Results Query history
Time | Query
[ 2025 1:08:38 PM let lookback = 7d;
AzureActivity
| where TimeGenerated >= ago(lookback)
| where OperationNamevalue has_any ("ipfilterrules", “secu ibl rewa and OperationNam jswith
Choosing Accepted here because it has the Rule Attributes ir

» All executed hunts are logged in Query History.
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Query time
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 Save/ Share link to reuse with your team or convert to a detection rule later.

» Useful for:
. Tracking which hunts were performed
- Sharing queries with SOC teams
- Building repeatable playbooks
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Key Takeaways

» Threat hunting = proactive defense.
« Sentinel gives prebuilt KQL queries from Content Hub.
* You can:

1. Run & customize queries.

2. Investigate suspicious activity.

3. Feed results into alerts, incidents, or playbooks.

« Hunting complements automation & analytics for complete SOC
coverage.

* Convert useful hunts to analytics rules or automation (SOAR) for
continuous coverage.
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© PerparimLabs | Threat Hunting in Microsoft Sentinel



	Slide 1: Threat Hunting in Microsoft Sentinel
	Slide 2: Hunting Entry
	Slide 3: Content Hub Providers
	Slide 4: Query Library
	Slide 5: Selecting a Query
	Slide 6: Running the Query
	Slide 7: Query History
	Slide 8: Key Takeaways

