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Sync + Seamless SSO
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Microsoft Azure 2 Search resources, services, and docs (G+/) » Copilot
Home erparims Cloud Solut N t Entr H
Home Perparims Cloud Solutions | Microsoft Entra Connect MlcrOSOft Entra (
A Microsoft Entra Connect | Get started MicrasaikEnkadl
g Microsoft Entra ID
x St e p 1 Download Agent
2 2 A7 Got feedback? By downloading the agent, you
Download b el Manage your infrastructure Terms o Servicn
Determine the best solution to manage the lifecycle of your users and groups. Accept terms & download
® Cloud Sync

Manage from the cloud: Cloud Sync

Connect Sync
Agent >
© -

Cloud Sync is the right solution for you if you are a
multi-national org that wants to consolidate your
identities from various disconnected Active
Directories into a single Microsoft Entra tenant, or if
your company is building a cloud first strategy and
want to reduce the on-premises footprint. With a

* Started by downloading the e
Microsoft Entra Connect oo
Get started with Cloud Sync by downloading and
Sync Agent from the portal e il ctiini g age
to enable hybrid identity
sync.

Manage from on-premises: Connect
Sync

Microsoft Entra Connect Sync is an on-premises
solution that takes care of all the operations that are
related to synchronize identity data between your
on-premises environment and Microsoft Entra ID.
Connect Sync is used for complex topologies and by
organizations that rely on their on-premises
infrastructure to manage their business.

Download Connect Sync Agent

Add or remove favorites by pressing Ctrl+Shift+F
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2 Search resources, services, and docs (G+/) T copilot 0 & o/
rparims Cloud Solutions | Microsoft Entra Connect > Microsoft Entra Connl
Ste :2 — -rosoft Entra Connect | Get started - Mierosoft Entra 1D
- woft Entra ID
Lo lsas o rsn
ﬁ Microsoft Entra Connect Sync gent, you accept ot
I n St a ll ted

ne = Welcome to Microsoft Entra Connect ownioad |
Launch L e

W [ ] I Run this installation tool on the server where the synchronization service component will be
I Z a rd installed.

Microsoft Entra Connect Sync integrates your on-premises and online directories.

This installation tool will:

* Guide you in selecting a solution (for example, password hash synchronization or federation with AD
Fs)

» |nstall identity synchronization and other Microsoft software components required for deployment

Installed the agent on the » Enable application telemetry and component health data by default. You can change what data is
domaln Contl’Oller and shared with Microsoft by updating your privacy settings.

launched the configuration
wizard.

Learn more about hybrid identity

| agree to the license terms and privacy notice.

INTTasIruciure 1o manage their DUsIness.

Download Connect Sync Agent
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Microsoft Azure 2 Search resources, services, and docs (G+/) T copilot (I =1

Micrasoft Entra ID

G St e 3 — > Perparims Cloud Solutions | Microsoft Entra Connect > Microsoft Entra Con
x p Microsoft Entra Connect | Get started -

Wlicrosoft Entra ID

C h O s e % Microsoft Entra Connect Sync ent you sccept

t started

Express Settings pumioad | |

wdSypne [ Welo 2
ress Settings
Xpress
° # Configure synchronization of identities in the current AD forest of PERPARIMSC300LA
S e tt I n gs * Configure password hash synchronization from on-premises AD to Microsoft Entra ID
-

If you have a single Windows Server Active Directory forest, we will do the following:

Start an initial synchronization
& Synchronize all attributes
* Enable Auto Upgrade

. H Learn more about express settings
* Since | had a single AD
Selact Customize to choose advanced deployment options or import settings from an existing server.
forest, | used Express

Settings to simplify setup.

INTrastruciure 1o manage their Dusiness.

Download Connect Sync Agent |

move favarites by pressing Ctrl+Shift+F
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Microsoft Azure 2 Search resources, services, and docs (G+/) Ty Copilot O 0O

S » Perparims Cloud Solutions | Microsoft Entra Connect >
te - -
Vlicrosoft Entra Connect | Get started

licrosoft Entra ID

I n St a ll $ Microsoft Entra Connect Sync - X

- started

- Install required components

[ J
Express Settings . L . . .
nect Sync No existing synchronization service was found on this computer. The Microsoft Entra Connect Sync
Required Components service will be installed. @

User Sign-In

[ Specify a custom installation locatian
[[] Use an existing SQL Server

° Let the lea rd Install the [] Use an existing service account

[[] specify custem sync groups

reCIUired SynC engine and [1 import synchronization settingse
components.

Previous Install

Download Connect Sync Agent |
al.azure.com/Fview/Microsoft_ AAD_Connect_Provisioning/AADConnectMenuBlade/~/ConnectSync/ProvisioningGetStartedSelectedTabld/Manage
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Microsoft Azure 2 Search resources, services, and docs (G+/) ©» copilot

» Perparims Cloud Solutions | Microsoft Entra Connect >

Microsoft Entra Connect | Get started
Lﬂ Ste p 5 f— Microsoft Entra ID |
ﬁMicmscft Entra Connect Sync - X
Choose == o
User sign-in

ud Sync Welcome

. -
Express Settings .
- nnect Sync P g Selact the Sign On method. (7]
Required Components
m ® Password Hash Synchronization @
Connact to Microsaft Entra () Pass-through authentication [ 7]
e O 5 ) Federation with AD Fs @
}rnc - - - -
. . () Federation with PingFederate (2]

Connect Directories § i
) o _) Do not configure (7]
Microsoft Entra sign-in

Domain/OU Filtering Select this option to enable single sign-an for your corporate desktop users:

) SeleCted Password HaSh Identifying users
Synchronization with s
Optional Features

Single Sign-0On for user Single sign-on
. Configure
convenience.

Enable single sign-on @

INITasIruciure 1o manage their DUusIness.

Download Connect Sync Agent |

muowe favorires by pressing Ctrl =3hift+F
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2 Search resources, services, and docs (G+/) » Copilot

Home > Perparims Cloud Solutions | Microsoft Entra Connect

K/ St e p 6 — ) Microsoft Entra Connect | Get started
" Microsoft Entra 1D

$ Microsoft Entra Connect Sync -

% Get started

-
‘ :O n n e ct to - deud e Connect to Microsoft Entra ID
Bxpress Settings Enter your Microsoft Entra 1D Hybrid Identity Administrator (preferred) or Global Administrator

B4 Connect Sync
Required Components credentials.

User Sign-In

| comect o oot covs e
Connect to Mi ft Ent
onn O ICroson Snia |erpa'imAb:Iu|a"u@Perpa'i'nSC3DOIabonmicroscﬂ.com
sync
Connect Directories

Microsoft Entra sign-in

Domain/OU Filtering
Identifying users
Filtering

Optional Features

Single sign-on

Configure

Entered my Global
Administrator
credentials to connect oomess g
to Microsoft Entra ID.
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Microsoft Azure £ Search resources, services, and docs (G+/)  Copilot

> Perparims Cloud Solutions | Microsoft Entra Connec]|
g\ Microsoft Entra Connect | Get si
[ 4
JavaScript

icrosoft Entra ID

t started
Internet Explorer X
wd Sync -
) Content within this application coming from the ; :
r r O r nnect Svne Express Settings ° website listed below is being blocked by Intemet br
o Explorer Enhanced Security Configuration. I

Required Components

User Sign-In https:/Aagin microsoftonling com
( R e s O lve d ) Connect to Microsoft Entra

Sync Leam more about Intemet Explorer’s Enhanced Security Configuration...

Connect Directories

Micrasoft Entra sign-in ¥ you trust this website, you can lower security settings for Add...

the site by adding it to the Trusted sit . I you ki
* Faced a browser error due Domain/OU Filering I webste s o your ocal ranct. revion el for
instructions on adding the site to the local intranet zone
to I E E n h a n C e d S e C u r I ty. Imp_ortant: adding this webs'rtg to the Trusted sites zone will I_owert_he security
. o . . Optional Features settings for all content from this web site for all applications, including Intemet
Fixed it by adding Microsoft Explorer

Identifying users instead.
Single sign-on

URLs to Trusted Sites. Configure

Filtering

Previous

INTTaSIructure 1o manage their Dusiness.,

Download Connect Sync Agent |
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MS S (-

i Home » Perparims Cloud Selutions | Microsoft Entra Connect >
l e p — A Microsoft Entra Connect | Get started - >
. "7 Microsoft Entra D

ﬁ Microsoft Entra Connect Sync - X

% Get started

C O n n e ct > Cloud Sync Welcome connect your directories
Express Settings

B4 Connect Sync Enter connection information for your on-premises directories or forests. e

Required Components _
DIRECTORY TYPE

User Sign-in

Active Directory <
Connect to Microsoft Entra
Sync FOREST @
perparimsc300lab.com N Add Directory

Microsoft Entra sign-in
Domain/OU Filtering No directories are currently configured.

Identifying users

Forest

Single sign-on

Configure

Specified the AD forest
and authenticated using
Enterprise Admin oo
credentials.
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P Search resources, services, and docs (G+/)
r s t Home > Perparims Cloud Solutions | Microsoft Entra Connect »
I 0 e ), Microsoft Entra Connect | Get started

Microsoft Entra ID

Connection -

b Cloud Sync

Express Settings

Required compenet - A forest account

o
User Sign-In
Connect to Microso{ An AD account with sufficient permissions is required for periodic synchronization. Microsoft Entra
Connect Sync can create the account for you. Alternatively, you may provide an existing account

Sync

. y with the required permissions, Learn more about managing account permissions.
Connect Director]

Microsoft Entra 5| The first option is recommended and requires you to enter Enterprise Admin credentials.

K Connect Sync

Domain/OU Filtel - select account option.

Identifying users | @ create new AD account

Filtering O Use existing AD account

Cptional Feature
Single sign-on ENTERPRISE ADMIN USERNAME
[PERPARIMSCI00LANAdministrator |

Configure

PASSWORD

Successfully connected
to

perparimsc300lab.com oot comet e et |
for sync.
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2 Search resources, services, and docs (G+/) T Copilot

S 8 Home > Perparims Cloud Solutions | Microsoft Entra Connect >
te - |
p A Microsoft Entra Connect | Get started

Microsoft Entra ID

ﬁ Microsoft Entra Connect Sync - X
h Get started

Connect your directories

» Cloud Sync Welcome

Express Seftings

ot d R Connect sync Enter connection information for your on-premises directories or forests. e
Required Components _
DIRECTORY TYPE
User Sign-In

Active Directory &
Connect to Microsoft Entra

sync FOREST @

Connect Directories v Add Directory

Microsoft Entra sign-in

~ c
Domain/OU Filtering CONFIGURED DIRECTORIES

Identifying users perparimsc300lab.com (Active Directory) @
y @

Filtering

Optional Features

Single sign-on

Configure

Notified that my custom
UPN suffix wasn't verified.
Continued with a warning oomion ot rgnt. |
for lab purposes.
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Step

OouU
Filtering
Option

Filtered the

Home > Perparims Cloud Solutions | Microsoft Entra Connect >

o Copilot

Microsoft Entra Connect | Get started

Microsoft Entra ID

h Get started
‘ » Cloud sync

K2 Connect Sync

synchronization scope by
selecting only relevant

OUs.

Express Settings
Required Components
User Sign-In
Connect to Microsoft Entra
Sync
Connect Directories
Domain/OU Filtering
Identifying users
Filtering
Optional Features
Single sign-on

Configure

the status of the associated Microsoft Entra Domain

Active Directory UPN Suffix

perparimsc300lab.com

ﬁ Microsoft Entra Connect Sync - X

Microsoft Entra sign-in configuration

To sign-in to Azure with the same credentials as your on-premises directary, 8 matching Microsoft Entra
1D Domain is required. The following table lists the UPN suffixes for your on-premises envirenment and

Microsoft Entra ID
Domain

Not Added e

abc-corp.com

Not Verified o

Selact the on-premises attribute to use as the Microsoft Entra ID username

P Search resources, services, and docs (G+/)

USER PRINCIPAL I\AI\IEO

userPrincipalName

Continue without matching all

Users will not be able to sign-
suffix does not match a verifis

Infraz

o

o

I O Copilot B

Home > Perparims Cloud Solutions | Microsoft Entra Connect >

Microsoft Entra Connect | Get started

Microsoft Entra ID

& Get started
» Cloud sync

EX Connect Sync

Microsoft Entra Connect Sy =

Domain and OU filtering
4l i Domans [

Express Settings i
. Directory:| perparimsc300lab.com
Required Components
Sync all domains and OUs

User Sign-In

. yne selected domains and OUs
Connect to Microsoft Entra

sync | perparimsc300lab.com
Connect Directories
Microsoft Entra sign-in
Identifying users
Filtering
Optional Features
single sign-on

Configure

Download Connect Sync Agent |

PerparimAbdullahu@Pe]

: PERPARIMS CLOUD SOLUTIONS
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L Search resources, services, and docs (G+/) o Copilot (=1

erparims Cloud Solutions | Microsoft Entra Connect >

crosoft Entra Connect | Get started

soft Entra ID
28 Step 10 - T =

rted

L] . -
o e Domain and OU filtering
e n I y Express Settings )
tSync ) Directory: | perparimsc300lab.com ¥ Refresh Domains [ 2]
Required Components

) sync all domains and OUs

User Sign-in - ;
U ® Sync selected domains and QUs
s e rs Connect to Microsoft Entra
. 4 [ perparimse300lab.com
syne [ Builtin
Connect Directories [J computers
Microsoft Entra sign-in E gevelqprgen: I
. . omain Controllers
* Chose mail attribute for [ Finsnce
£ [] ForeignsecurityPrincipals
. Identifying users 9 ¥ P
user matching and allowed iterin o
g Infrastructure
Optional Features IT
Azure to manage the source o O LostandFound
Single sign-on [] managed service Accounts
Configure [ program Data
a nChor' [] Research
[ sales
[ system
[ users

Previous

INTasiructure 1o manage their Dusiness.,

Download Connect Sync Agent |
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Microsoft Azure ~ Search resources, services, and docs (G+/) O Copilot B 0O

S 1 1 » Perparims Cloud Selutions | Microsoft Entra Connect >
te p — Microsoft Entra Connect | Get started

Microsoft Entra ID

o o
F I lt e r I n g % Microsoft Entra Connect Sync - X

S o Uniquely identifying your users

oud Sync Welcome
Express Settings . . ) . -]
innect sync Select how users should be identified in your on-premises directories. 2]

Required Components i . .
(®) Users are representad only once across all directories.

User Sign-In - . . A - A - )
! User identities exist across multiple directories. Match using:

® C
C ct to Mi ft Ent : .
D v I onnect to Microsoft Entra & Mail attribute
Sync

ObjectSID and msExchMasterAccountSID/msRTCSIP-OriginatorSID attributes

Connect Directories SamMAccountMame and MailNickName attributes

Microsoft Entra sign-in

* Selected to sync all users | Urirg

and devices for the lab Filtering

Optional Features Selact how users should be identified with Microsoft Entra 1D. @

enVI ron ment single sign-on (® Let Azure manage the source anchor

) Choose a speacific attribute

A specific attribute

Configure

Azure will write back unique source anchors to your on-premises directory if m5-D5-
ConsistencyGuid is currently unused by your organization. Learn more

Download Connect Sync Agent |

wmove favorites by pressing Ctrl+5hift+F
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>erparims Cloud Solutions |

Microsoft Entra Connect >

icrosoft Entra Connect | Get started

3soft Entra ID

osoft Entra Connect Sync -

irted
Ste ’ I : Z — - - Filter users and devices
E: Setti
<t Sync press settings For 2 pilot deployment, specify 2 group containing your users and devices that will be synchronized.

Required Components Nested groups are not supported and will be ignored.

User Sign-in i
9 ® Synchronize all users and devices

Connect to Microsoft Entra 5 synchronize selected €
.
vne FOREST
Connect Directories perparimsc300lab.com
Microsoft Entra sign-in

Domain/OU Filtering

Identifying users

Filtering

o
Optional Features
single sign-on
Configure
L Search resources, services, and docs (G+/)
Home » Perparims Cloud Solutions | Microsoft Entra Connect >
e a u r e s ) Microsoft Entra Connect | Get started
’ Microsoft Entra ID

Optional features

% Get started

Enabled: b Cloud Sync
Express Settings

E& Connect Sync Select enhanced functionality if required by your organization.
Required Components

° M User Sign-in Exchange hybrid deployment @
Microsoft Entra ID app comnes oot ini] | exchange v b s @
Syne Microsoft Entra ID app and attribute filtering &

. . . -
fl l.te rl n g Connect Directorias | Password hash synchronization €

Microsoft Entra sign-in

= Password writeback 0
Domain/OU Filtering
X [ Group writeback
Identifying users

i P d h h y Filtering Device writeback @
a SSWO r a S S n C Directory extension attribute S\;ncio

Microsoft Entra ID Apps

Learn more about optional features.
Microsoft Entra ID Attrib)

e Password writeback

Single sign-on

Configure

* Directory extension
attribute sync

Add or remowe favorites by pressing Ctrl=Shift+F
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X Search resources, services, and docs (G+/)  Copilot

Perparims Cloud Solutions | Microsoft Entra Connect >

licrosoft Entra Connect | Get started

rosoft Entra ID

% Microsoft Entra Connect Sync - X
tarted .
Microsoft Entra ID apps
i1sypc | VWEO 8
| .
Express Settings . . . . . .
act Sync The information necessary to use the following apps will be experted to Microsoft Entra ID. Remove an
Required Components app only if required to meet strict organizational security policy.

User Sign-In

Microsoft Entra ID APPS
Connect to Microsoft Entra
| Office 365 ProPlus

Sync .
: Exchange Cnline
Connect Directories SharePoint Online

Microsoft Entra sign-in Lync Online

v
i Selected key M365 apps for Domain/OU Filtering | Azure RMS

Identifying users Intune

Sync' Filtering
Optional Features

Microsoft Entra ID Apps [ 1 want to restrict the list of applications, €@

Microsoft Entra ID Attrib

Dynamics CRM
3rd party application

Directory Extensions
Single sign-on

Configure

Previous

IMTastiruciure 1o manage their DUsIiness,

Download Connect Sync Agent |
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2 Search resources, services, and docs (G+/)  copilot

6 Perparims Cloud Solutions | Microsoft Entra Connect >
te - |
licrosoft Entra Connect | Get started
crosoft Entra ID

Att r i b u t e % Microsoft Entra Connect Sync -

started . .
po— Microsoft Entra ID attributes
n c Express Settings . . . _ . —
1ect Sync These attributes will be exported to Microsoft Entra ID based on the previously selected application.
Required Components Remove an individual attribute only if required to meet string organizational security policy.
e User Sign-In ~ ~
EXPORTED ATTRIBUTES
Connect to Microsoft Entra
| accountEnabled I
Sync
: | accountMame
Connect Directories 7| altRecipient
. Microsoft Entra sign-in | assistant
[ ]
PreVIewed the exported Domain/OU Filtering | authOrig
attributes to Microsoft Entra dentiying users 0 ;
Filtering | cloudUserCertificate
|D ) _ ) +| cloudUsersMIMECertificate
. Optional Features
) | cn
Microsoft Entra ID Apps
¥l co
Microsoft Entra ID Attrib|
| company
Directory Extensions ! countryCode
Single sign-on
Configure ] 1 want to further limit the attributes exported to Microsoft Entra D, &
|| View the list of attribute as comma-separates values
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2] Step 15 -
Directory
Extensions

* Selected extra attributes
from AD to be available in
Microsoft Entra for cloud-
based apps.

:rrparims Cloud Solutions

XL Search resources, services, and docs (G+/)

Microsoft Entra Connect >

crosoft Entra Connect | Get started

soft Entra 1D

ted
yne

1 Sync

$ Microsoft Entra Connect Sync

Express Settings
Required Components
User Sign-In
Connect to Microsoft Entra
Sync
Connect Directories
Microsoft Entra sign-in
Domain/OU Filtering
Identifying users
Filtering
Cptional Features
Microsoft Entra ID Apps
Microsoft Entra ID Attrib
Single sign-on

Configure

Directory extensions

» Copilot

Synchronize directory extension attributes from on-premises to Microsoft Entra ID to make them

available to cloud-based apps.

Available Attributes

adminCount (group) [Integer]
adminDescription (group) [String]
adminDescription (user) [String]
adminDisplayMName (user) [String]
altSecurityldentities (user) [String]
associatedDomain (group) [String]
auditingPolicy (group) [Binary]

bootFile (group) [String]

bootParameter (group) [String]
builtinCreationTime (group) [Largelnteger]

builtinCreationTime (user) [Largelnteger]

builtinMedifiedCount {group) [Largelnteger]

Selected Attributes
13 of 100 selected

accountExpires (user) [Largelnteger]
accountMameHistory (group) [String]
accountMameHistory (user) [String]
aC5PolicyName (user) [String]
adminCount {user) [Integer]
adminDisplayMName (group) [5tring]
altSecurityldentities (group) [String]
associatedDomain {user) [String]
attributeCertificateAttribute (user) [Binary]
audio (user) [Binary]

auditingPolicy (user] [Binary]

bootFile (user) [String]

Download Connect Sune Anent |
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& Search resources, services, and docs (G+/) T» Copilot

Perparims Cloud Solutions | Microsoft Entra Connect »

L | Ste p 1 6 — licrosoft Entra Connect | Get started

e rrosoft Entra ID

I n a b le % Microsoft Entra Connect Sync - X

tarted
Enable single sign-on

15ync Welcome

Exprass Seftings ) - - - .
ect Sync Enter a domain administrator account to configure your on-premises forest for use with single sign-on.
Required Components (7]
User Sign-in perparimsc300lab.com Enter credentials V]
S S O Connect to Microsoft Entra
Syne

Connect Directories
Microsoft Entra sign-in
* Enabled seamless SSO by Domain/U Fiering
Identifying users

authenticating with domain Fittering
Cptional Features

CredentialS. Microsoft Entra ID Apps

Microsoft Entra ID Attrib

Directory Extensions

Configure

Download Connect Sync Agent |

sm Frumeites b mrsseima Crel 2GR £l
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Microsoft Azure ' Search resources, services, and docs (G+/)  copilot

> Perparims Cloud Solutions | Microsoft Entra Connect >

Microsoft Entra Connect | Get started

Aicrosoft Entra 1D

¢ Step17- ..

ud Syng We

Express Settings ) ) .
St a rt S n ‘ nect Sync P 9 Once you click Install, we will do the following:
Required Components

® Configure synchronization services on this computer

ﬁ Microsoft Entra Connect Sync - X

Ready to configure

User Sign-In . .
® Enable single sign-on

[ ] [ ]
Connect to Microsoft Entra - )
O n f I gu rat I O n # Configure Source Anchor Attribute
Syne

* Enable Directory Extension

Connect Directories » Configure PerparimsC300lab.onmicrosoft.com - AAD Connector
Microsoft Entra sign-in ® Configure perparimsc300lab.com Connector

i Let th e Wiza rd begl ] Domain/OU Filtering * Enable Password hash synchronization
Identifying users s Enable Password writeback

Syn C h rO n IZatI O n Filtering ® Enable Microsoft Entra ID Export Deletion Threshold (500)

. . Optional Features
immediately after ot e 1D Ao
Icrosoit Entra IL Apps [] Enable staging mode: When selected, synchronization will not export any data to AD or Microsoft Ent

CO nfigu ratio N Com pleted . Microsoft Entra ID Attrib

Directory Extensions

Start the synchronization process when configuration completes.

Single sign-on

Previous Install

Download Connect Sync Agent |
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2 Search resources, services, and docs (G+/) T copilot

Perparims Cloud Solutions | Users >

sers

sarims Cloud Solutions

I Sy n c ﬁ Microsoft Entra Connect Sync - X e

ers

ogs Configuration complete

[ ] [ ]
Configuration | s .
n logs Microsoft Entra Connect Sync configuration succeeded, The synchronization process has been initiated.

Required Components
ose and solve proble

User Sign-In The configuration is complete. You can now log in to the Azure or Office 365 portal to verify
ud . « that user accounts from your local directory have been created. Then, do a test sign-on to the

O m p e e * users Connect to Microsoft Entra Azure portal. Learn more about the next steps and managing Microsoft Entra Connect lab.onmicros

‘ord reset syne Syne S
- Connect Directories The Active Directory Recycle Bin is not enabled for your forest (perparimsc300lab.com) and is a-enmicros
. iettings Microsoft Entra sign-in strongly recommended. Learn more about enabling the Active Directory Recycle Bin lab.onmicros
° W| Za rd SuUucC Cessfu lly yperation results Domain/OU Filtering Microsoft Entra ID is configured to use AD attribute mS-DS-ConsistencyGuid as the source b ormicros

dentifvi anchor attribute. Learn more about configuring the source anchor attribute -
M- H iupport reguest dentifying users
fl n | S h e d . M | C rOSOft E nt ra Fl'lterinl'“ Provide your users a single sign-on experience by configuring Seamless 550 through Group lab.onmicros
=

Policy. Learn more

Con hect SynC iS now Optional Features lab.onmicras

Microsoft Entra ID Apps

running and SynCing users, Microsoft Entra 1D Attrib|

Directory Extensions

lab.cnmicros
lab.onmicros

Single sign-on

Previous
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] Portal
Status
Check

* Confirmed sync status and
password hash sync from
the Microsoft Entra Admin
Center.

Microsoft Azure £ Search resources, services, and docs (G+/)
Home » Perparims Cloud Selutions | Microsoft Entra Connect > Microsoft Entra Connect
K3 Microsoft Entra Connect | Connect Sync

Microsoft Entra ID

A
)

< #. Troubleshoot () Refresh

b14

% Get started

» copilot

» Cloud Sync ﬂ IManage your on-premises resources, authentication configurations, and on-premises infrastructure using

Micrasaft Entra hybrid services. Learn more
B4 Connect Sync

PROVISION FROM ACTIVE DIRECTORY
fé Microsoft Entra Connect sync

W Sync status
Last sync

Password Hash Sync

Is Cloud Sync the right solution for you?

USER SIGN-IN

Federation Disabled
Seamless single sign-on Enabled

Pass-through authentication Disabled

Email as alternate login 1D Disabled

Enabled
Less than 1 hour ago

Enabled

Use the Check sync tool below to get a
recomendation on the best synchronization solution
for your organization
Click here to use the tool. B

View Comparison chart

0 domains
1 domain

0 agents

STAGED ROLLOUT OF CLOUD AUTHENTICATION

This feature allows you to test cloud authentication and migrate gradually from federated
Add or remove favarites by pressing Ctrl +Shift+F ‘ authentication.




Perpaim Abdullahu AZ-305 Certified | SC-300 in Progress | #PerparimLabs

2 User
Sync
Verification
(Before)

* Before sync - only cloud
users existed in Microsoft
Entra ID.

= Microsoft Azure

A~ Search resources, services, and docs (G+/)

Home > Perparims Cloud Solutions | Users >

@ Users

Perparims Cloud Solutions

>

All users

Audit logs

O o

Sign-in logs

Diagnose and solve problems

A

aa Deleted users
Password reset

U User settings
Bulk operation results

@ MNew support request

-|- Mew user ™~

i Download users

@ Azure Active Directory is now Microsoft Entra ID. 3

| 2 search

8 users found
D Display name 1

D B Alex Johnson
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& Key Takeaways

Microsoft
CERTIFIED

Hybrid identity in action

Password Hash Sync & Seamless SSO

Real lab = real job-ready skills

L] Next: Implement Conditional Access for synced users! | |
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