
Granting Access & Lifecycle 
Governance in Microsoft Entra

Self-service access in action — from request to governed delivery

In Part 1 we built a secure Access Catalog and package.
In Part 2 we see how users request, gain, and maintain access through automated governance.
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Entitlement Management 
in Microsoft Entra

Centralized Access Lifecycle for 
Teams, SharePoint & Apps

Entitlement Management connects users to 
resources via a Catalog and Access Package.
Approvals, reviews, and expiry policies ensure 
access stays secure and compliant.
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Architecture Flow



From Design to Deployment — 
Our Foundation

Marketing Catalog & Access Package ready for self-service requests
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All Resources Governed in One Place
Teams + SharePoint + Adobe Identity under one Access Package

Entitlement Management lets administrators bundle all related resources into a single 
Access Package, reducing manual assignment and enabling role-based governance.
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Marketing Project Users Access Package
Secure distribution through Catalog link and My Access Portal

Each package includes metadata, creator info, object ID, and a self-service URL.
This portal becomes the gateway for users to request access securely.
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Access Portal Entry Point
padmin@cloudmatearchitects signs into My Access Portal

Administrators can preview the user experience to validate package 
visibility and request settings before enabling external access.
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Self-Service Catalog View
Marketing Project Users package appears under Available

End-users see only packages they’re authorized to request.
The portal supports filters, request tracking, and policy-based eligibility rules.
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Baseline State Before Request
Group has no members yet — ready for controlled assignment

Starting clean shows that membership is driven exclusively 
through Access Package policies, not manual adds.
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Submitting a Self-Service Access Request
Provide business justification and submit for delivery

Access Packages can include custom questions and 
approval flows.
In this demo we used auto-approval to highlight 
streamlined user experience.
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Access Delivery in Progress
Status = Delivering — policy automation in motion

Behind the scenes, Entra assigns group, app, and site roles based on the 
package definition — ensuring consistent and traceable access.
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Access Granted and Active
5 resources assigned to the Marketing Project User

Once active, the portal lists all assigned resources for transparency and self-review.
Users see exactly what they have access to and can remove it if no longer needed.
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Automatic Group Assignment
User added to Marketing group instantly

Entitlement Management writes membership changes directly to Microsoft 
Entra ID, eliminating manual role mapping or PowerShell scripts.
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MedicalProject Site Access Verified
Direct resource access granted via Access Package

SharePoint and Teams integration extends the same policy controls 
— ensuring a single identity governs collaboration spaces and data.
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Verified Access Launch from Portal
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Clicking MedicalProject opened the SharePoint site directly — proving 
the Access Package works end-to-end.

The My Access Portal link dynamically redirects users to approved resources. 
Once permissions propagate, access is instant with no manual configuration.



Zero Trust Starts at Sign-In
Laura Johnson triggers MFA enrollment before access

Conditional Access and Authentication Methods policies enforce 
strong identity proofing at first login, protecting the self-service 
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Same Experience for All Users
Laura requests Marketing Project Users package

The portal experience is consistent for internal and external identities.
Governance applies uniformly — no special admin steps required.
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Access Delivered Automatically
Package status = Active for Laura Johnson

Auto-approval policies simplify collaboration while still providing 
full audit visibility to administrators and security teams.
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Verified Access to Communication & 
Marketing Sites

User can open and collaborate instantly

Cross-service integration ensures that one approved package 
grants a complete workspace experience across Microsoft 365.
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Lifecycle Governance 
Automation
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Two Members — One Governance Process
Both Perparim and Laura are Marketing group members

Entitlement Management tracks membership lifecycle so admins can 
easily audit who has access and why — a core Zero Trust principle.

© PerparimLabs #MicrosoftEntra #IdentityGovernance 
#ZeroTrust #AccessManagement #ConditionalAccess 
#AzureSecurity #IAM #Microsoft365 #CloudSecurity



Continuous Access Control

Reviews, expiry, and revocation maintain compliance

Admins can set access reviews, duration limits, and renewal policies so access 
automatically expires when no longer needed — reducing identity risk.
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Identity Governance in Action
Automated access that aligns with Zero Trust and least privilege

 Centralized Access Lifecycle

 Self-Service Efficiency

 MFA Enforcement at Entry

 Automatic Role Assignment

 Audit-Ready Transparency

Microsoft Entra Entitlement Management transforms access control from manual 
to governed — ensuring the right people have the right access at the right time.
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