Build a Secure Access Catalog
In Microsoft Entra

Implement governance foundation with Microsoft Entra Entitlement
Management
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Open Microsoft Entra Admin Center

Navigate to ldentity Governance > Entitlement Management

= Microsoft Azure

CloudMate Architects | Ove

Architect Insight: Entitlement Management
automates identity lifecycle governance —
replacing static group membership with policy-
based access that expires automatically.

Create New Catalog

CloudMate Architects | Identity Governance

dentity Governance

= Identity Governance | Catalogs




Why It Matters: Catalogs act as containers for resources and

Name the Cata I.Og access packages.

They enforce governance boundaries — each catalog can have its
own set of owners, policies, and connected resources.

New catalog

Name *

Example: Created the Marketing catalog that will host all project resources.

Marketing Project
— describes
business scope

= Microsoft Azure Pl

Home > ldentity Governance

=) Identity Governance | Catalogs

-+ New catalog == Column ﬂ‘ Refresh
4] Dashboard

¥ Getting started o Beginning in July 2025, we will begin billing for active usage of Entra ID Governance features for guest users. In July you will have the option

#< Diagnose and solve problems

v Entitlement management e Enabled
‘ AL Search by catalog name
¢ Access packages

(=) Catalogs Name Ty  Description

Aq Connected organizations Marketing Marketing Projed

= Reports General Built-in catalog.

il Control configurations

Preview Features

pR Roles and administrators
(Preview)
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Open Access packages > New access package

Start a new package that will pull resources from the Marketing catalog.

= Microsoft Azure L Search resources, services|
Home > Identity Governance

% Identity Governance | Access packages

-+ New access package == Column ]) Refresh

41 Dashboard

Getting started 0 Beginning in July 2025, we will begin billing for active usage of Entra ID Governance features for guest users. In July you will have the option to continue using governang

¥ |
#< Diagnose and solve problems

v Entitlement management Search by catalog

ckage name -Search by catalog-
4 Access packages

() Catalogs Ty  Description

fn Connected organizations No access package exists

= Reports Architect insight: Start with an access package because it defines who can
{I! Control configurations request, what they get, and how it’s governed. The package pulls resources from
the selected catalog, so you don’t need to pre-stage everything in the catalog first. ® P

L} Preview Features

9R Roles and administrators ) ) )
(Preview) © PerparimLabs #MicrosoftEntra #ldentityGovernance




Name, description, and select Marketing catalog

Package name Marketing Project Users; catalog Marketing

= Microsoft Azure

Home > l|dentity Governance | Access packages >

New access package

*Basics Resource roles  * Requests Requestor information  * Lifecycle Custom extensions Review + create

Access package
Create a collection of resources that users can request access to.

Why it matters: The catalog sets
the governance boundary (owners, Name * Marketing Project Users
resources, policies). The package
name/description should reflect
business purpose so
approvers/auditors instantly
understand why access exists.

Description * (© Marketing Project

Catalog* © Marketing

Learn more. ' Create new catalog

© PerparimLabs #MicrosoftEntra #ldentityGovernance



Add Group: Marketing (Member)

Added Marketing M365 Group, role Member.

e

Selected groups (1)
© Reset

Marketing
MedicalProjectGrouf

Least privilege note: Group membership is the backbone
of access. Assign the Member role unless
contribution/ownership is truly required. Keeping roles
minimal reduces privilege creep and audit findings.

—
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Add Application: Adobe Ildentity Management (SAML)
Added SAML app with role User.

= " > N Y : ) padmin@cloudmatear
= Microsoft Azure P Search resources, services, and docs (G+/) T Copilot " 2 0 A CLOUDMATE ARCHITECTS (CL)

Home > Identity Governance | Access packages

Select applications
New access package

0] Try changing or adding filters if you don't see what you're looking for Selected applications (1)

. - . )
*Basics  Resourceroles *Requests  Requestorinformation *Lifecycle  Custom extensions Review + create ) Reset

See all Application(s) not in the 'Marketing’ catalog. You must have the correct permissions to add them in this access
Add different resources to this access package. Specify the permissions associated with each resource by selecting a role from the drop-down list. Learn more & package.

n Adobe Identity Management (SAML)

Search © 8fe30ae5-7d8d-4999-ac48-faec25862a09
I~ Groups and Teams | - Applications ‘ t SharePoint sites  Microsoft Entra role (Preview)

Resource Type Sub Type 1 result found

Enterprise applications
Marketing Group and Team Microsoft 365

Name Details

Adobe Identity Management (SAML) 8fe30ae5-7d8d-4999-ac48-faec25862a09

a1z Enterprise applications | All applications

Governance tip: Adding enterprise apps to the
package brings SSO + app roles under the same
lifecycle controls (expiration, reviews). If the app
supports SCIM, user provisioning/de-

mature tenant with multiple integrations—this is
exactly where entitlement governance delivers the

most value.
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Add SharePoint sites

Added MedicalProject, Communication site, All Company with their default member roles.

Microsoft Azure P Search resources, services, and docs (G+/) T Copilot 1’ e @ & ?ﬂmﬁiﬁiﬂﬁﬁ; "

Home dentity Governance | Access packages Select Sha rePOint Online SitES
New access package

See all SharePoint Site(s) not in the "Marketing' catalog. You
must have the correct permissions to add them in this access

“Basics  Resource roles *Requests  Requestor information  *Lifecycle  Custom extensions Review + create package.

Add different resources to this access package. Specify the permissions associated with each resource by selecting a role from the drop-down list. Learn more & Select ()

Search by site name or enter an exact UR

t Groups and Teams t Applications ‘ t SharePoint sites | t Microsoft Entra role (Preview)

Resource Type Sub Type
Marketing Group and Team Microsoft 365
Adobe Identity Management (SAML) Application Application

HR Department
https://cloudmatearchitects.sharepoint.com/sites/HRDepartment

https://cloudmatearchitects.sharepoint.com/search
https://cloudmatearchitects sharepoint.com/search

https://cloudmatearchitects-my.sharepoint.com/
https://cloudmatearchitects-my.sharepoint.com/

Scope clarity: SharePoint access often needs the most review. Assign
the lowest site role that works for the job; only escalate if collaboration
truly requires it. This keeps data access alighed with Zero Trust.

Selected resources (3)

MedicalProject
https://cloudmatearchitects.sharepoint.com/sites/Medi

Communication site
https://cloudmatearchitects.sharepoint.com/

All Company
https://cloudmatearchitects.sharepoint.com/sites/allco..
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Who Can Request
Access

Defined users and groups allowed to
request access to the package.

Selected: Perparim Abdullahu and
Laura Johnson

Approval requirement: No approval
needed

This setup enables eligible users to self-
request access while maintaining
governance visibility.

Risk vs. friction: Limiting requestors
(specific users/groups) maintains
Segregation of Duties. Skipping approvals
is fine for low-risk packages; for sensitive
apps/data, enable manager or app owner
approval.

= Microsoft Azure
Home > Identity Governance | Access packages

New access package

* Basics Resource roles *Requests  Requestor information

* Lifecycle

P Search resources, services, and docs (G+/) T Copilot

Custom extensions Review + create

Create a policy to specify who can request an access package, who can approve requests, and when access expires. Additional request policies can be created. Learn more o

Users who can request access

Users who can request access * ®) For users in your directory

Allow users and groups in your direc

(O) For users not in your directory

Allow users in connected organizations

tory to request this access package

other directories and domains) to request this access package

"’_41 None (administrator direct assignments only)

Allow administrators to directly ass

®) Specific users and groups
(O) All members (excluding guests)

'4\ 4\‘ All users (including guests)

Select users and groups ©

aura Johnson + 1 more

+ Add users and groups

Approval

Require approval * (O

gn specific users to this access package. Users cannot request this access package

Good practice: Verify every resource + role in the
package. One mis-scoped role can grant broader
access than intended. Treat this step as a policy
check before enabling requests.

Security Note: Even without approvals, every request

Email Notifications

Disable assignment emails * (O

Enable

Enable new requests (©

is logged for auditing, so you retain traceability.

€ Enabling on-behalf-of requests requires a Microsoft Entra ID Governance subscription. Learn more.

Allow managers to request on behalf of
employees (0

Required Verified 1Ds

Choose whether or not you want users to show Verified 1Ds for this policy. First add the issuer’s identifier and then add type of credential you want to check for. Users will need to present the selected credentials for this policy. Learn more &

€ Requiring requestors to present a verified ID requires a Microsoft Entra ID Governance subscription. Learn more.

@ You'll need to configure your organization for the Verified ID service before you can use this feature. Configure Verified ID Service

Issuer Identifier

Fiaye Requestor sformation =

[ Review@xefe ﬂ‘p arimkgb

® PerparimLabs
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Requestor Information (Optional Questions)

Here administrators can define additional attributes or custom questions
to collect justification or business context from requesters.
In this demo, no custom questions were configured.

— Microsoft Azure L Search resources, services, and docs (G+/)

Home > Identity Governance | Access packages >

Use custom questions to capture business justification, ticket
IDs, or manager name. This makes subsequent access reviews
easier and strengthens audit trails.

New access package

*Basics  Resource roles *Requests  Requestor information *Lifecycle  Custom extensions Review + create

Collect information and attributes from requestor. Go to Catalogs to add attributes for this access package's catalog resources. Learn more
Questions  Attributes

Question Add localization Answer format

Enter question add localization Answer format




Lifecycle and
Access Reviews

Configured lifecycle settings for ongoing
access management.

Access reviews can be enabled to periodically
verify if users still need access to the package
— ensuring least-privilege and compliance.
In this configuration, no access review policy
was set.

— Microsoft Azure
Home > Identity Governance | Access packages >

New access package

*Basics  Resourceroles *Requests  Requestor information  *Lifecycle  Custom extensions Review + create

Expiration

Access package assignments expire (O On date @QUIul-EigefEVg) Number of hours  Never

Assignments expire after (number of ‘ 365 ‘
days) *

Users can request specific timeline* @O  (§ No )

Why it matters: Expiration enforces privilege

bracketing (access ends automatically). Access

Access Reviews Reviews validate that users still need access—

(] core to ISO 27001 and NIST AC-2 controls and
Zero Trust’s “verify continuously”.

Show advanced expiration settings

Require access reviews

Automation Insight: Access reviews can notify managers or owners automatically
—no manual chasing needed. ® PerparimLabs



Custom Extensions

Custom extensions allow administrators to automate external workflows such as

ServiceNow approvals or ticket generation
This step was skipped in this demo.

= Microsoft Azure
Home > Identity Governance | Access packages >

New access package

“Basics  Resourceroles *Requests  Requestor information  *Lifecycle ~ Custom extensions  Review + create

Configure a rule: If <event>, then do <flow>. A rule contains an event that/and triggers a previously defined custom flow

0 Custom extensions require a Microsoft Entra ID Governance subscription. Learn more.

Stage

Extensions can trigger ServiceNow/Jira tickets, Logic Apps, or
Graph automations during request/assignment events—useful for
high-control environments.

© PerparimLabs #MicrosoftEntra #ldentityGovernance
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= Microsoft Azure 0 Search resources, services, and docs (G+/) T Copilot

Home > Identity Governance | Access packages

ReVi eW a n d CO nfi rm New access package
Configuration

* Basics Resource roles  *Requests Requestor information  *Lifecycle Custom extensions Review + create

Summary of access package configuration

Basics

Name Marketing Project Users
Description Marketing Project
Catalog name Marketing

Resource Type Sub Type Role

Marketing Group and Tear Microsoft 365 Group Member

Reviewed all confi gu ration details for Adobe Identiy Management (SAML) applcation applcation e
Communication site SharePoint Site SharePoint Online Site Communication site Members

the Marketing Project Users access
package, including catalog, resources, [au_- Gkaikioickd
request settings, and lifecycle.
Confirmed settings and created the M o AR b

Disable assignment emails No

package successfully.

Requestor information
Questions

Question Answer format Multiple choice options Regex pattern (Preview) Required

Attributes

Attribute type Attribute Default display string Answer format Multiple choice options Attribute value is editable Resource

Verified IDs

Issuer Identifier Credential types

Control checkpoint: Treat this as your change-control gate. Confirm
;(};;p5(kageas;ig..mentxHp.m s oy catalog, resources, requestors, approvals, and lifecycle in one place to avoid
equire access reviews 4 None selecte
over-entitlement before go-live. .
PerparimLabs




Access Package Deployed Successfully

The Marketing Project Users access package now appears under the Access Packages list.
It’s ready for users to request access through the My Access Portal.

i I - A n 5 P padmin@cloudmat
£ Search resources, services, and docs (G+/) 5] {3
Microsoft Azure I’ #& 0 & CLOUDMATE ARCHITECTS

me dentity Go

4 Identity Governance | Access packages

Name

Marketing Project Users

Key monitoring surfaces now available: Requests, Assignments, Failures, Expirations.
End-user entry point is My Access (myaccess.microsoft.com) for self-service.

Programs
Settings
31 Review History
v Privileged Identity Management

» Microsoft Entra roles

® Perpa

~ Activity

E Audit logs

5 Trousleshooting + Suppert © PerparimLabs #MicrosoftEntra #ldentityGovernance




	Slide 1: Build a Secure Access Catalog in Microsoft Entra
	Slide 2: Open Microsoft Entra Admin Center
	Slide 3: Name the Catalog
	Slide 4: Open Access packages → New access package
	Slide 5: Name, description, and select Marketing catalog
	Slide 6: Add Group: Marketing (Member)
	Slide 7: Add Application: Adobe Identity Management (SAML)
	Slide 8: Add SharePoint sites
	Slide 9: Who Can Request Access
	Slide 10: Requestor Information (Optional Questions)
	Slide 11: Lifecycle and Access Reviews
	Slide 12: Custom Extensions
	Slide 13: Review and Confirm Configuration
	Slide 14: Access Package Deployed Successfully

