Manage Security Updates
with Azure Update Manager

Centralized OSUpdate Control for Azure & Hybrid Environments
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Problem Statement

* Keeping VMs updated is a critical security task — whether in Azure or
on-prem.
Azure Update Manager provides a centralized, policy-driven way to
manage updates without extra agents or complex onboarding.
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What is Azure Update Manager?

P Search resources, services, and docs (G+/)

v Azure Update Manager | Get started =

* Replaces the older Automation + Log |
Analytics update method. S

> Resources

* Works for Azure VMs & Arc-enabled donsl s ittt dlpoechiess
servers (hybrid/on-prem).

* No agent onboarding for Azure VMs. By
o

» Supports Windows & Linux OS
u p d at e S . Update automatically at scale On-demand assessment and updates Monitor and manage

To make sure your machines are always up-to Take immediate control of your updates by Monitor and manage your machines, schedules
date, we recommend to follow these steps. manually checking, installing updates and and track history at scale

changing settings like periodic assessment, patch
orchestration options.

Support + troubleshooting

1. Assign built-in policies for regularly checking

2. Create schedules to install updates on
recurring basis. nstall update

ol Update report

Know about the pricing model
Azure Update Manager is available at no extra charge for managing Azure VMs and Arc VMs on Azure Local (for which Azure Benefits are enabled). For Arc
enabled Servers, the price is up to $5 per server per month (assuming 31 days of usage, prorated at a daily basis). However, if the subscription is enabled for

Microsoft Defender for Servers Plan 2 or the machine is enabled for delivery of Extended Security Updates enabled by Azure Arc, then the charges don't apply.
Learn mr
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Lab Objective

* Goal:
Deploy a VM, enable Azure Update Manager, assign a policy for periodic
updates, and clean up resources.
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Create Resource Group

* Step 1: Create resource group Azure-RG
in East US.

All lab resources will be inside this group for
easy cleanup.

= Microsoft Azure

L Search resources, services, and docs (G+/)
Home >

Resource gI‘Ou ps Q Identify inactive resource groups using ARG.

What are the different statuses available for resource groups?
CloudMate Architects (cloudmatearchitects.onmicrosoft.com)

List resource groups modified recently using ARG.

+ Create @3 Manage view v O Refresh i Export to CSV z—° Open query

@ Youare viewing a new version of Browse experience. Click here to access the old experience.

| Y Filter for any field..

Subscription equals all Location equals all X+ Add filter

D Name T Subscription
[[] [ Azure-re

Azure subscription 1
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Location

East US
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Create Demo
VM

Step 2: Create a quick
Windows Server 2022 VM.

* Name: vm-demo-manager

» User: LPadmin

» Password: (secure
» Keep RDP enabled
» Set Auto-shutdown

Home > All resources > Create a resource

Create a Vil’tual machine . 0 Help me create a low cost VM Help me choose the right VM size for my workload

@ Validation passed

Basics  Disks  MNetworking  Management  Monitoring  Advanced Tags  Review + create

Price

1 X Standard D2s v3 Subscription credits apply ©

by Microsoft 0.1880 USD/hr
Terms of use | Privacy policy Pric

g for other VM sizes

TERMS

By clicking “Create", | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed
above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same
billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional
infarmation with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. See the Azure Marketplace Terms for additional details.

A\ You have set RDP port(s) open to the internet. This is only recommended for testing. If you want to change this setting, go
back to Basics tab.

Basics

Subscription Azure subscription 1

Resource group Azure-RG

Virtual machine name vm-demo-manager

Region East US

Availability options No infrastructure redundancy required
Zone options Self-selected zone

Security type Trusted launch virtual machines
Enable secure boot Yes

Enable vTPM Yes

Integrity monitoring No

Image Windows Server 2022 Datacenter. Azure Edition - Gen2
VM architecture x64

Size Standard D2s v3 (2 vcpus, 8 GiB memory)
Enable Hibernation No

Username LPadmin

Public inbound ports ROP

Already have a Windows license? No

Azure Spot No

Disks

05 disk size Image default

OS disk type Standard HDD LRS

< Previous
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Microsoft Azure

Home > All resources > Create a resource >

+ Create a virtual machine

@ Vvalidation passed

&  Help me create alow cost VM || Help me choose the right VM si

Disks

OS disk size Image default

OS disk type Standard HDD LRS
Use managed disks Yes

Delete OS disk with VM Enabled
Ephemeral OS disk No

Networking

Virtual network

(new) vm-de mo-manager-vnet

Subnet (new) default (10.0.0.0/24)
Public IP (new) vm-demo-manager-ip
Accelerated networking On

Place this virtual machine behind an No

existing load balancing solution?

Delete public IP and NIC when VM is Disabled
deleted

Management

Microsoft Defender for Cloud Basic (free)
System assigned managed identity Off
Login with Microsoft Entra 1D Off
Auto-shutdown On
Backup Disabled
Site Recovery Disabled
Enable periodic assessment Off
Enable hotpatch Off

Patch orchestration options

Monitoring

Alerts Off
Boot diagnostics Off
Enable OS guest diagnostics Off
Enable application health monitoring off
Advanced

Extensions None
VM applications None
Cloud init No
User data No
Disk controller type SCsl|
Proximity placement group None
Capacity reservation group None

OS-orchestrated patching: patches will be installed by OS
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Guest OS Update
Options (VM Creation

* Azure lets you choose OS update
handling during VM creation — Azure
Orchestrated, Automatic by OS, or
Manual.

#PerparimLabs #AzureUpdateManager #SC100

Home > All resources > Create a resource

Create a virtual machine

Basics Disks Networking

&)  Help me create a low cost VM Help me choose the right VM size for my workload Help me create a VM opt

Management Monitoring Advanced Tags Review + create

Configure management options for your VM.

Microsoft Defender for Cloud

Microsoft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud

workloads. Learn more

@ vour subscription is protected by Foundational Cloud Security Posture Management Free Plan.

Identity

Enable system assigned managed
identity ©

Microsoft Entra ID

Login with Microsoft Entra ID (O

Auto-shutdown

Enable auto-shutdown ©
Shutdown time ©

Time zone O

Notification before shutdown ©
Email * ©

Backup

Enable backup O

Site Recovery

Enable Disaster Recovery (O

Guest OS updates

Enable periodic assessment (O

Enable hotpatch (O

Patch orchestration options ©

(|

L]

@ RBAC role assignment of Virtual Machine Administrator Login or Virtual Machine
User Login is required when using Microsoft Entra ID login. Learn more o

| 7:00:00 PM
‘ (UTC-05:00) Eastern Time (US & Canada) v
‘ padmin@cloudmatearchitects.onmicrosoft.com v

]

Automatic by OS (Windows Automatic Updates)

Best for scenarios where interrupting workloads for patching isn't an issue.

Azure-orchestrated

Orchestrates patches across availability sets. Best for workload availability.

Manual updates

Turns off Windows Automatic Updates. Install patches manually or pick a different solution.

‘ Automatic by OS (Windows Automatic Updates) v

@ some patch orchestration options are not available for this image. Learn more &

< Previous ‘ | Next : Monitoring >

| Review + create
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Microsoft Azure

£ Search resources, services, and docs (G+/)

Home >

& Azure Update Manager =

Microsoft

I/O Fearch ] ¢« () Refresh O Check for updates | One-time update fE] schedule updates by Update settings &2 Actions v & Feedback

O p e I l A Z u I e & Overview € 1 out of 1 machine(s) don't have periodic assessment enabled. Enable now for supported machines to regularly check for updates. Enable now —

¥ Get started

> Resources Subscription : Azure subscription 1 Resource group : azure-rg Resource type : All Workloads : All Location : East US OS: All Tags : All
> Manage . . . .
Total machine(s) O Azure virtual machines O Arc enabled machines &
> Monitoring
> Support + troubleshooting 1 — 1 -!— O
Update status of machines © ‘ Update classifications : All ~ Patch orchestration configuration of Azure virtual machines ©

° Ste p 3: O p e n AZ u re Pending updates I N(;ps“mng updates Customer Managed Sc... (7) I \E;ge defautt (7)

0 0
Update Manager and see ) ) a0 [

Machines 0 1 Machines 0 1

your VM detected o o e o
automatically.

Update installation status ‘ Last 30 Days v ‘

Total installation runs Failed Completed with warnings Installation runs by operation type
0 — 0o 0A Customer Managed Schedules 0
Completed In progress Azure Managed - Safe Deployment 0
Manual updates 0
oo 0e
Open query >

Pending windows updates © Pending linux updates ©O

Security updates Security and critical up...

0 in 0 machines o in 0 machines
Critical updates Other updates

0 Updates 0 in 0 machines 0 Updates o in 0 machines
Other updates

0 in 0 machines

Open query > Open query >
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One-Time Update (Preview Only

* Azure Update Manager allows triggering immediate updates for
selected VMs — ideal for urgent patching.

In this step, we only preview the update wizard without running
the deployment.

= Microsoft Azure

Microsoft Azure

Microsoft Azure tnstall one-time updates
Home »

O Refresh
© Machines @ Updates @ Properties Review + install
@ Note: You can add upto 100 machines. Machines which were previously not selected and are running are shown  Updates selection
& Azure Update Manager # Home > ' e ’ ety e e il slcig o csfcaion o K ke . can frbr S
Microsoft y Subscription - Azure subscription 1 Resource group : azure
S . e TAR TESTAR + Select by update dlassification - Include by KB ID/package — Exclude by KB ID/package - Inch
P Search s« () Refresh O Check for updates | One-time update | £ Schedule updates £ Update settings ¢ Actions v I n Sta I I 0 n e —tl m e u pd ates e i A Operating system Selected classifications
- B selectall
Windows. Al elas:
ﬁ Overview I t " d t b Azure Update Manager Name Ty Update status Ty ESUS
nsta up ates now K3 vm-demo-manager @ No updates data N/A Preview of selected updates 1o install
¥ Get started There may be newer updates available to choose from. We strongly recommend you to check for updates prior to
installing updlate(s
> Resources g updatel)

Page of 1

~ Windows updates to install (0)
» Manage ‘ Cancel o Machines

> Monitoring
Y Sugpot + boubeshooing 1 nl !0 Select resources/machines to install updates. Updates t
per the last assessment performed on respective machi
o ) a fresh assessment before installing updates. Learn moi
Update status of machines 0 Update classifications : All v Patch orchestration coni
Podgusts | Nopendngupcs -+ Add machine | X Remove machine
1 Pending reboot No updates data G 1 .
Machines 0 1 Machines Machine Name T
Unsupported (7)
0 No results.

BT [ ool | Machines: 1 selected machines rreviows | I o veotes sefoced scros
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Microsoft Azure

o [ ]
Home > Azure Update Manager
e ASSIN Update Policy

£ Search ¢«

4 Overview @ Leam about the supported OS in Azure Update Manager.

== Step 4: Assign a policy for periodic update checks.

i . » Scope: vm-demo-manager
* Apply to all VMs in this group

Microsoft Azure

P Seachisomces sevices and s (6 l 0 Goplot
Home > Azure Update Manager | Get started > . .  rachinn
. o . o ! ! e Scope
. Configure periodic checking for missing system updates on azu pgjg policy
Policy definition
° [} Duplicate definition (T) Select version {preview) B Foness  Geedin Neocoimensags  feire ce Subsciption

~ Essentials

Aute subscrigtion 1
Name Confi fodic checking for missi 1 dat 5 Reouce Goup
gure periodic checking for missing system updates on a; Sope
. Version (preview) - 490 Sope* Rawre suscipon 1 . ARG
Update automatically at scale o
Description : Configure auto-assessment (every 24 hours) for OS updates o .
To make sure your machines are always up-to-
Available Effects : Modify . S — -
date, we recommend to follow these steps. Excksicns uly ¥ palcy oy
Category Azure Update Manager

1. Assign built-in policies for regularly checking
updates at scale

. Rescuce seiors (Egand) Using esurce st fou can futhes e s signmentsapplcaiity by rgeting spfe ubsts f
Definition  Assignments (0)  Parameters (5)
Assign policy

Expand fo leam more.

Basis
2. Create schedules to install updates on 1 s - Boliy defiriion* Corfigure e checng for mising sstem upciates on a2 .
basi 2 "properties”: { -
recurming basis. 3 "displayName™: "Configure periodic checking for missing system updates on azu
Schedule updates 4 "policyType”: "BuiltIn”, Vesion el s [
s “mode”: "Indexed”,
Mlicrosoft Azure 6 “description”: "Configure auto-assessment (every 24 hours) for OS updates on .
5 metodatan Oetides () Using o o changetheefects o efsencd vesions ofdfntions for o subset fsouces sl ated by s asgnmen: Bpand to e e
Home > Azure Update Manager | Get started > tsgmestnane ) Corigre perdic chckng  missing sstem updates o | maines
- Descrplion
Polcy nfrcasest ) @D o
—+ Policy definition —+ Initiative definition D Refresh
Search
| Filter by narme or 1D Scope : Azure subscription 1 Definition type : Poli
Name TL

Configure periodic checking for missing system updates on azure Arc-enabled servers
Machines should be configured to periodically check for missing system updates
Schedule recurring updates using Azure Update Manager

Set prerequisite for Scheduling recurring updates on Azure virtual machines.

Configure periodic checking for missing system updates on azure virtual machines #Pel’parlml_abs #AZUreUpdateManager #SC1 00 ® PerparimLabS
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Policy Details

* Azure Policies make it easy
to enforce update
compliance across many
VMs at once.
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Microsoft Azure

Home > Azure Update Manager | Get started > > Configure periodic checking for missing system updates on azure virtual machines >

Assign policy

Basics Parameters

Basics

Scope
Exclusions

Policy definition
Assignment name

Version (preview)
Description
Policy enforcement

Assigned by
Advanced

Resource selectors

Overrides
Parameters
Parameters

Remediation

Create a Managed Identity
Type of Managed Identity

Remediation Non-compliance messages Review + create

Azure subscription 1/Azure-RG

Configure periodic checking for missing system updates on azure virtual
machines

Configure periodic checking for missing system updates on azure virtual
machines

4.9.*

Default

Perparim Abdullahu

No selectors associated with this assignment.

No overrides associated with this assignment.

No parameter changes detected.

Yes

System assigned managed identity

System assigned identity location eastus

Create a remediation task

No

Non-compliance messages

Non-compliance messages

Previous

No non-compliance messages associated with this assignment.
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One-Time Update (Final Deployment)

After assigning the update policy, we can also run a full one-time update deployment to immediately patch the VM.
This step confirms update orchestration works end-to-end.

_ : . . A ” & padmin@cloudmatearc.
= Microsoft Azure O Search resources, services, and docs (G+/) @ ﬁ @ R CLOUDMATE ARCHITECTS (c10U

Home » Azure Update Manager

[ Azure Update Manager | Machines # -

Microsoft

¢« == Edteomns () Refresh O Checkforupdates L One-timeupdate [ Schedule updates v £53 Update settings & hdions v | G Openquery ¥ Exportto CSV A7 Feedoack

§ Overview 0 1 out of 1 machine(s) don't have periodic assessment enabled. Enable now for supported machines to regularly check for updates. Enable now -

¥ Getstarted

v Resources P Filter by name Subscription : Azure subscription 1 Resource group : azure-rg Resource type : All Workloads : All Location : East US 0S: All Update classifications : All Patch orchestration : All Periodic assessment : All Hotpatch status : Al

0 Machines Status : 2 selected ESUstatus: All  Tags: All

£ AzreLocal

v Manage Total machine(s) () No updates data () No pending updates ) Pending updates () Pending reboot () Unsupported ()

f Pending updates 1 1 (] O V] 0 0 0 A O e
(D) History

(©) Maintenance configuration

Showing 1 of 1 records No grouping

® Policy
] Name T, Update status Ty ESU Status Operating system Resource type T} Patch orchestration 1. Periodic assessment T, Associated schedules Status T
v Moniforing

] B3 vm-demo-manager 0 No updates data N/A Windows Agure virtual machine Windows automatic update No - VM running
‘ Reports

B} New alert rule (Preview) <Previous | Page | 1 of1

> Support + troubleshooting
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Step 6: Delete the resource group to free up resources and costs.

Home > Azure Update Manager | Machines > ym-demo-manager >

() Azure-RG =

Search

[«] Overview

B Activity log

B, Access control (IAM)
@ Tags

<I- Resource visualizer
Events

Settings

Cost Management
Monitoring

Automation

L N L Y

Help

&  Howdo | troubleshoot issues with this resource group? How do | monitor this resource group?

-+ Create 33 Manage view ~» il Delete resource group () Refresh L Export to Csv
~ Essentials

Sub:

ription (move) : Azure subseription 1

Subscription ID

Tags (edit) : Add tags
Resources  Recommendations

Filter for any field Typeequalsall X Location equalsall XX o Add filter
Showing 110 6 of 6 records. [ Show hidden types ©

[] Mame *

[[] BB ym-demo-manager

[ B vm-demo-manager-ip

[ @ vm-demo-manager-nsg

[J > vm-demo-manager-vnet
[] @ vm-demo-manageraza

[ ® vm-demo-manager_OsDisk_1_b0B4f7f41c9#4617820ddba1d3382e4c

Previous | Page | 1 ~~ [of1 | Next

Cleanup

I o Copilot

What are the best practices for managing this resource group?

% Open query — Move [1 Open in mobile

Deployments : 1 Succeeded

Location : East US

Type TL

Virtual machine

Public IP address
Network security group
Virtual network

Network Interface

Disk

#PerparimLabs #AzureUpdateManager #SC100
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CLOUDMATE ARCHITECTS (CLO

Delete a resource group >

The following resource group and all its dependent resources will be permanently deleted.
Resource group to be deleted
[#] Azure-RG [T}

Dependent resources to be deleted (7)
All dependent resources, including hidden types, are shown

Name Resource type

4 shutdown-computevm-vm-demo-manager Microsoft DevTestLab/schedules
n vm-demo-manager Virtual machine
B vm-demo-manager-ip Public IP address
e vm-demo-manager-nsg Network security group

N
¥

vm-demo-manager-vnet Virtual network

vm-demo-managerdzs Network interface

vm-demo-manager_OsDisk_1_b0B4{71419f46178  Disk

B Apply force delete for selected Virtual machines and Virtual machine scale sets (D)
Enter resource group name to confirm deletion *

| Azure-Rd

m Cancel
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Key Takeaways

Centralized OS update
control for Azure &
hybrid servers.

Policy-driven
compliance.

® PerparimLabs

Works for Windows &
Linux.

No extra agents for
Azure VMs.
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