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* Microsoft Sentinel empowers SOC
teams with automation.

* Automation rules reduce noise,
standardize responses, and accelerate
incident handling.

* This project demonstrates building an
automation rule to assign ownership of
high-severity incidents.
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Why Automation Rules?

Do
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Streamline Incident Response > Automatically assign incidents to the right analyst.

Reduce Noise > Downgrade/close low-level alerts automatically.

Enrich Incidents > Add tags, tasks, or run playbooks with context.

Manage Communication - Trigger notifications for critical incidents.

This sets the stage: automation is about speed, accuracy, and efficiency.
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Where to Configure
Rules

* Navigate to Microsoft Sentinel —
Configuration — Automation.

« Sentinel automation rules are now
integrated with the Microsoft

Defender portal for unified SOC
workflows.

* From here, analysts can create
rules, link playbooks, and manage
priorities.
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Give Sentinel permissions to run playbooks

Microsoft Sentinel requires explicit permissions for automation rules to automatically run playbooks
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Create new automation rule X

Automation rule name *

‘ Assign PA for all high severity |

Trigger

Define Conditions :

Conditions

If

‘ Property: Severity ~ ‘ ‘ Operation: Equals ~ | | Value: 4 selected ~ | (1)
‘ Property: Status hd ‘ ‘ Operation: Equals A | | Value: 3 selected hd | \UJ
AND
- . . .
[ ] Trlgger: When InCIdent IS Created. ‘ Property: Analytic rule name ~ ‘ ‘ Operation: Contains ~ | | Value: 3 selected ~ | w
+ Add v

 Conditions:
® Severity = ngh Actions @

. ‘ Assign owner ~ | A0
« Status = Active [ @ ot e onmcromaicam % |
* Analytic Rule Name contains + Add acton
“Advanced Attack Detection” Rule expiration ©
‘ Indefinite H Time |

» Action: Assign to analyst (Perparim e 6
Abdullahu). [0 |

» Order: 10 (best practice — space rules
by 5-10 for flexibility).

e 4 Key Point: Triggers start the ru|e, y Best Practice: Always separate triggers,
conditions refine when it applies and conditions, and actions clearly—this avoids false
actions enforce the response ’ positives and ensures rules run efficiently.
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Automation Rule in Action

* Rule is now active in Sentinel.
* All high-severity incidents will be automatically assigned to the owner.
« Saves analyst time, ensures accountability, and standardizes SOC workflows.
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Knowledge Wrap-Up

Automation Rules =
Lightweight automation Best practices:
inside Sentinel.

Use broad triggers with
refined conditions.

Automations reduces
Combine with Logic Apps MTTR (Mean Time to
Playbooks for advanced Respond) and standardizes
actions. SOC workflows—critical
for real-world enterprises.

Space rule order (5, 10,
15).
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