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Continuous access verification for a Zero Trust world.

In every enterprise, access granted today might not be needed tomorrow.
Access Reviews automate this verification cycle—ensuring users retain only
what’s necessary, nothing more.



Why Access Reviews Matter

 Access permissions rarely age well. Over time, users accumulate unnecessary rights—
creating compliance risks.

* Microsoft Entra Access Reviews help reduce “access creep” by periodically re-evaluating
user assignments.

* They support continuous verification—one of the key pillars of Zero Trust.

Instead of granting access indefinitely, you define a recurring review policy to verify who still needs it.

Zero Trust = continuous verification, not one-time setup.



Architecture Overview

Flow:

1. User requests access via Access Package

2. Manager or resource owner approves
3. Access Review runs periodically
4. Reviewer confirms or denies continued access

5. Microsoft Entra auto-removes stale permissions

Think of Access Reviews as the “heartbeat” that keeps your identity
governance system alive and healthy.

Governance automation = sustained least privilege.



Creating an Access Review

* When you create an Access Review in Microsoft Entra > Identity
Governance > Access Reviews, you define:

e Scope: Which groups, apps, or packages to review
* Frequency: One-time or recurring (e.g., monthly, quarterly)
* Duration: How long each review period stays open

The goal is automation—so reviews happen consistently, not manually.



Reviewers and Decision Process

« Assign Reviewers — managers, resource owners, or group owners
» Reviewers receive email notifications and can approve or deny access in the My Access portal

» |If no action is taken, Entra can auto-apply default decisions (for example, remove access)

This is where governance meets automation — reviewers confirm relevance, Entra enforces compliance.

This keeps access clean without waiting for manual cleanups.



Audit & Reporting

« Every review cycle generates audit logs showing who reviewed, what decisions were made, and why.
« Reports can be exported for compliance audits (ISO 27001, SOC 2, NIST, etc.).

» Integrates with Microsoft Sentinel for governance dashboards and monitoring alerts.

Transparency is critical-—Access Reviews create a full audit trail for accountability.

This is what auditors love — traceability built into the process.



Business Value

¥ Minimizes over-permissioned accounts
¥ Simplifies compliance evidence gathering
¥ Reduces insider risk and human error

¥ Strengthens Zero Trust by continuously verifying access

Access Reviews are not just governance—they’re proactive risk reduction.

Here’s what organizations gain from automating reviews.
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Assign Reviewer

Selected Specific User(s) — assigned
yourself (Perparim Abdullahu) as reviewer.

Picked Perparim as reviewer.




Reviewer Models

Group Owner / Manager / Selected User — flexibility for

governance design.

Specify reviewers
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Manual vs Auto-Apply

Auto-apply ON = decisions enforced automatically.
OFF = owner applies later (safer for first rollout).
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Access Review Created

Access Review “Marketing Demo” successfully initialized; status: Not Started.
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Review Details

Dashboard shows recurrence type (Quarterly) and assigned
reviewers — confirming governance schedule.
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Reviewer Dashboard (My Access Portal)

Reviewers see all assigned reviews in one place for streamlined validation.

Reviewers work from myaccess.microsoft.com.
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Reviewing Assighments

Each user displays recommendations based on activity;
reviewer decides Approve/Deny.
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Professional Justification (Modal

Example:

Verified active project involvement within Marketing team.
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Final Decisions Logged

Decisions stored with reviewer identity — full traceability achieved.

Both users approved; reviewer identity tracked.

Decision Reviewed by

Perparim Abdullahu

Traceable accountability.

Perparim Abdullahu
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Audit Log Verification

Audit entry recorded under Access Reviews > “Create
Access Review” > Success.

Home > Identity Gover

=] Access review details | Audit logs

Download
© This view wil soor

Date : Last 7 days
Date

10:54:21 AM

Scheduled review
Review history

Audit logs

tom security attribute log:

Show dates as : Local Service : Access Reviews
4 Service

Access Reviews

infinite scrolling. and column reordering. Try

Category : All
Category

Policy

Activity : All

Search resources, setvices, and docs (G+/)

 Copilot

to Add filters
T Activity

Create access review

Ty Status

Success

Audit Log Details

Activity  Target(s)  Modified Properties

Activity

Date 2025, 10:54 AM
Activity Type Create access review
Correlation ID
Category
Status

Status reason
User Agent Load,Balanc
Initiated by (actor)
Type

Display Name Perparim Abdullahu
Object ID

1P address

User Principal Name

Additional Details

oid

ipaddr

Al Bl e

cloudmatean

ATE ARCHITECTS (CLC




Review Status Active

Access Review transitions to Active state for recurring
automation — embodying continuous verification.
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@ Final Takeaway

Microsoft Entra Access Reviews = Automation + Accountability.
They continuously verify entitlements, enforce least privilege, and
provide transparent audit evidence—strengthening any Zero Trust
architecture.



	Slide 1: Automating Access Reviews with Microsoft Entra Identity Governance
	Slide 2: Why Access Reviews Matter
	Slide 3: Architecture Overview
	Slide 4: Creating an Access Review
	Slide 5: Reviewers and Decision Process
	Slide 6: Audit & Reporting
	Slide 7: Business Value
	Slide 8: Dashboard Entry Point
	Slide 9: Select Group for Review
	Slide 10: Define Review Scope
	Slide 11: Assign Reviewer
	Slide 12: Reviewer Models
	Slide 13: Configure Settings
	Slide 14: Notification & Justification
	Slide 15: Manual vs Auto-Apply
	Slide 16: Access Review Created
	Slide 17: Review Details
	Slide 18: Reviewer Dashboard (My Access Portal)
	Slide 19: Reviewing Assignments
	Slide 20: User Detail View
	Slide 21: Professional Justification (Modal)
	Slide 22: Final Decisions Logged
	Slide 23: Results Overview
	Slide 24: Audit Log Verification
	Slide 25: Review Status Active
	Slide 26: 🎯 Final Takeaway

