Microsoft
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Automate Microsoft Defender %

for Cloud Alerts using Logic
Apps

This project demonstrates how to automate security recommendations
from Microsoft Defender for Cloud using Logic Apps (Standard), the modern
approach to security orchestration in Azure.

Modern Portal Walkthrough — 2025 Edition (Workflow Standard Plan)

! #PerparimLabs | Azure Security Automation



Objective

Goal: Set up a Logic App to automatically send email notifications when new
Defender for Cloud recommendations are triggered — demonstrating automationin
modern Azure environments.

Logic Apps enable security teams to respond automatically when new risks are
detected, reducing mean time to respond (MTTR) and ensuring consistent alert
handling.
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Create Logic App
(Workflow Standard
Plan)

* Created a new Logic App using the
Workflow Standard plan, with

integrated storage and Application
Insights monitoring enabled.

The Standard plan hosts the Logic App on an App Service
Plan for enterprise scalability and hybrid connectivity. It
replaces the legacy Consumption model.

® Note: The new portal defaults to the Standard hosting
plan, replacing the older Consumption model.

Details

Subscription
Resource Group

Name

Hosting

Storage (New)

Storage account

Plan (New)

Name

Region
SKU
Size
ACU
Memory

Name

Region

Deployment

Authentication
Name

Role

Azure Files

Name

Role

Name

Role

bud + Logic Apps

Hosting options and plans

Operating System

Monitoring (New)

Application Insights

Basic authentication

Continuous deployment

Host storage (AzureWebJobsStorage)

Application Insights

rity Automatioﬁr%

All services > Logic apps > Create Logic App >

Create Logic App (Workflow Service Plan)

LogicAppWorkflow

logicappworkflowdemo

logicappworkflowae4f

Workflow Standard
ASP-LogicAppWorkflow-bc04
Windows

Canada Central

Workflow Standard

Small

210 total ACU

3.5 GB memory

Enabled
logicappworkflowdemo

Canada Central

Disabled
Not enabled / Set up after app creation

logicappworkflowae4f

Not applicable when using secrets

logicappworkflowae4f

Not applicable when using secrets

logicappworkflowdemo

Not applicable when using secrets

Download a template for automation
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Deployment Complete

* Deployment succeeded — confirming Logic App,
Storage Account, and App Service Plan resources
created successfully.

App Service, Storage Account, and
Application Insights are provisioned
automatically to provide persistence,
logging, and monitoring for each
workflow run.
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Next steps




Create Workflow

* |nside the Logic App, added a new workflow named defenderworkflow
using the Stateful mode — optimized for long-running, reliable processes.

B ® s 0 &

Create workflow
. logicappworkflowdemo | Workflows !

Warkflow name
- Add () Refresh defenderwerkfiow]
W Aty 1og

padmin@cloudmatearc...

(CLOUDMATE ARCHITECTS (CLOU... |

Filter
A Access control (IAM)

Workflow type Ty
Autonomous Conversational Stateful
Agents Agents
(Preview) (Preview)

orkft

agnose and solve problems
Q Mici oft Defender for Cloud
Events (preview)
source visualizer
Workflows

%] Workflows

Support for agents

Support Agent-to
Agent (AZA)
protacol

Multi-agent
patterns

Any available
trigger

A “Stateful” workflow stores run-history and

Identity

Store workflow run

output, critical for auditing and post-incident
analysis in SOC environments.

Handle large data
{I! Properties

O Locks
~ App Service plan
B App Service plan
Scale up
B, Scale out
~ Development Teols
i< Advanced Tools

ms Recommended services
"= (preview)

Cancel

Stateless
o




Workflow Created

* Workflow successfully created and enabled — ready
to define triggers and actions.

= Microsoft Azure L Search resources, services, and docs (G+/) y Copilot

Home > logicappworkflowdemo

. logicappworkflowdemo | Workflows # -
Logic App (Standard)

|,O ISear'ch | &« + Add C) Refresh ® Disable

- Overview

‘ R Filter by name...

B Activity log

8n Access control (IAM) D Name T Workflow type T\ Status

€ Tags D defenderworkflow Stateful Enabled
/2 Diagnose and solve problems
@ Microsoft Defender for Cloud

Events (preview)

. —
<1« Resource visualizer

Each workflow can contain multiple triggers and actions, allowing
e modular automation across different Defender signals.

& Connections

v Workflows

[@] Parameters

> Artifacts




Add Trigger

* Openedthe Designer and selected the trigger source. Logic Apps Designer now
provides built-in connectors for Defender, Azure, and third-party integrations.

padmin@cioudmatearc...
CLOUDMATE ARCHITECTS (CLOU... 1

Add a trigger

Triggers define when automation starts. Defender for Cloud
connectors publish events the moment new recommendations
or alerts are generated.

Local Function Operations
M Rabbitva




Defender Trigger

* Selected “When a Microsoft Defender for Cloud recommendation is created or triggered.”
This ensures automation activates instantly when new security recommendations are generated.

= Microsoft Azure £ Search resources, services, and docs (G+/) T Copilot n s @ & ga;mgiﬁl:‘dmate[arcm_ ﬁ

logicappworkflowdemo | Workflows

defenderworkflow | Designer

Add a trigger

2 Microsoft Defender for Cloud
All)  Built-in | Shared  Custom
Microsoft Defender for Cloud Alert &

When a Microsoft Defender for .

Microsoft Defender for Cloud Recommendation ¥

When a Microsoft Defender for .

Selecting this trigger binds the workflow directly to Defender’s
recommendation APl—no need for manual polling or scripts.

Microsoft Defender ATP ¥ See more

Triggers when a new remediati... Triggers - Trigger when new W...
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Add an action

4 outlook

Bui

Add Email Action e

W send

B Delete contac

ﬁ Delete even

* Added an Outlook (V2) Send
Email action to automatically
alert the admin mailbox.

IA-Connect to Microsoft Office

The Outlook connector is a quick notification D show s utook
channel; in production, this could integrate with D Create MS Outlook nstance
Tea m S, ITS M ) O r Se nti n el Playboo kS . ) Delete email in MS Outlook Forward email in MS Qutlook

»  Getemails in K ok Get MS Outlook MAPI profiles




Create connection

fﬁ Send an email (V2)

Create a new connection

Sign in to create a connection to Ou

onnhect Outlook

B Let this app access your info? - Personal - Microsoft Edge
G ht account.live.con
When a Microsoft
Defender for Cloud
recommendation is Send mail as you
created or triggered Azure Logic Apps (Canada Central) will be able
to send mail as you.

O Authorized Azure LOgiC Apps » Have full access of your contacts

Azure Logic Apps (Canada Central) will be able
to read, update, create and delete contacts in

(Canada Central) to Send email. your contact folders.
USing the Connected OuthOk Have full access to your calendars

Azure Logic Apps (Canada Central) will be able

sci

to read, update, create and delete events in

a C C O u n t . your calendars.

Maintain access to data you have given
Azure Logic Apps (Canada Central) access
to

Allows Azure Logic Apps (Canada Central) to
see and update the data you gave it access to,
even when you are not currently using the

Uses secure OAuth 2.0 delegated ok Carl s acitrionl o
permissions—no stored credentials—ensuring A S e R s

statement. The publisher has not provided

compliance with least-privilege principles.

nout Terms of use




a Send an email (V2)

Parameters  Settings  Codeview  Testing  About

Configure Email Content s

Subject *
Defender for Cloud Alert - Properties Display Name x
e Customized the email body with =k
dyna m |C Content: ) Normal ~ Arial  ~ 15px B I
A new Microsoft Defender for Cloud recommendation has been triggered.<br> <br>
> Recommendation name <strong>Recommendation: </strong> Properties Display Name x <br>

<strong>Severity:</strong> triggerBody() x <hr>

. <strong>Resource:</strong> Properties Resource Details Id x
» Severity

> Resource details

Dynamic content tokens pull real-time data Advanced parameters
(recommendation name, severity, resource ID) directly each 0000000000000 J(ShowslJ{ Coral

from Defender payloads, making alerts actionable.

Importance

Normal

@ Connected to Outlook.com.  Change connection

® Tip: You can format the body with HTML for rich, readable alerts. ® Perpari




Defender Workflow
Automation Setup

* Opened Defender for Cloud > Workflow
Automation to connect the Logic App.
However, modern environments currently
show:

* “No Logic Apps available”

« W Reason: Logic App (Standard) resources
are not yet discoverable from Defender for
Cloud automation panel — only Consumption
plans appear there.

As of 2025, Defender for Cloud’s automation pane
lists only Consumption Logic Apps. Standard-plan

Logic Apps integrate through native triggers instead.

Add workflow automation

Trigger conditions O
Choose the trigger conditions that will automatically trigger the

ation name *

endations selected

App name

configured action.




Summary

¥ Lab Completed:
» Built Logic App with Defender trigger and Outlook alert.

» Observed modern portal limitations (Standard vs. Consumption).

» Demonstrated full automation workflow concept.

This architecture establishes a reusable pattern: detect 2> notify > remediate.
Future enhancements can add playbooks, ticket creation, or auto-remediation

@® Key Takeaway:
Microsoft Defender for Cloud automation now integrates

with Logic Apps Standard, but configuration visibility in
Defender Ul will be updated in future releases.



Microsoft Azure

P Search resources, services, and docs (G+/) l O copilot _

(i) LogicAppWorkrow & %t MR | Help me generste Terraform for this resource group configuration. | Generste Bicep code to duplicate this resource group. | +1 X

Resource group

< « + Create f;:! Manage view ™ @ Delete resource group U Refresh i Export to CSV i—’ Open query {= Group by none

All services » Logic apps » logicappworkflowdemo >

L) CERlED ~ Essentials ISON View
& Activitylog Subscription (move)  : Azure subscription 1 Deployments 1 Failed, 1 Succeeded
Ao Access control (IAM) Subscription ID Location .\ EastUS
¢ Tos Tags (edit : Add tags
.:. Resource visualizer R
Resources Recommendations
Events
> Settings % Filter for any field... Type equals all > Location equals all X + Add filter
» Cost Management
> Monitoring [J name: Type Location
> Automation D & Application Insights Smart Detection e Action group Global
> Help D " ascassessment API Connection Canada Central
/ E’ & Asp-LogicAppworkflow-bco4 e App Service plan Canada Central
./ Delete the resource group 0 = oompmontonses e
LogicAppWorkflow to sto O & oomsprttincane
g p p p D @ logicappworkflowdemo e Application Insights Canada Central
C h a rge S D @ outlook e API Connection Canada Central
.

. Always remove unused
Standard Logic Apps — they run
under App Service Plans and can —
accumulate small costs.

Standard Logic Apps run persistently—deleting the resource group
immediately halts compute billing.

® PerparimLabs
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