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Security Alerts

This architecture shows how Microsoft Defender for ‘

Cloud integrates with Logic Apps and Azure Monitor to Log Analytics Workspace
automate alert notifications and remediation actions.
Security alerts flow through Log Analytics and Event
Grid to trigger Logic Apps, sending notifications or
initiating remediation via Azure Functions and runbooks.

Azure Monitor Alerts

Event Grid / Logic Apps

~

Defender for Cloud integrates with Logic Apps via Event Grid| notification channels Remediation Trigger
events to automate alert handling. This setup supports both ’
notification-driven and remediation-driven workflows, enabling ’
scalable security operations aligned with the SOAR (Security e Elncticns Rlnbooks
Orchestration, Automation, and Response) model.
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Accessing Environment Settings

* Opened the Environment Settings to configure Defender for Cloud
management options, including email alerts and automation integrations.
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Configuring Email Notifications

« Enabled email alerts for high-severity and critical attack
path notifications to ensure immediate response visibility.

= Microsoft Azure

All services > Microsoft Defender for Cloud | Environment settings > Settings

@ Settings | Email notifications
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Email recipients

Select who'll get the email notifications from Defender for Cloud for the Azure subscription 1 subscription.

All users with the following roles | Cwner ~ |

Additional email addresses (separated by commas) | @outlook.com vy |

Notification types

Use the settings below to select the type of email notifications to be sent by Defender for Cloud.

Motify about alerts with the following severity (or higher): | High \, |

@ You'll receive a maximum of one email per 6 hours for high-severity alerts, one email per 12 hours for medium-severity alerts, and one email per 24 hours for low-severity alerts, Leam maore >

Motify about attack paths with the following risk level (or higher): | Critical \,

© You'll receive a maximum of one email per 30 minutes for attack paths with critical risk-level, one email per 1 hour for attack paths with high risk-level, one email per 2 hours for attack paths with
medium risk-level, and 1 email per 3 hours for attack paths with low risk-level
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Configuring notifications ensures that
high-severity alerts are routed instantly
to operational teams. This mirrors real
SOC workflows, where email or ticket-
based alerting bridges SIEM + ITSM
integration, improving MTTD (Mean
Time to Detect) and MTTR (Mean Time
to Respond).
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Generating Sample Alerts

« Used Defender for Cloud’s built-in simulation tool to create sample alerts across Defender plans
for testing workflow automation.
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Validating Alerts in Defender for Cloud

« Confirmed sample alerts were generated successfully across multiple Defender plans, covering
scenarios like suspicious logons and data exfiltration.
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Email Notification Confirmation

» Received confirmation that Azure Logic Apps connected successfully with Microsoft 365 —
validating automation end-to-end.

New app(s) connected to your Microsoft account

Logic Apps rely on Microsoft Graph APl and
OAuth connections to send automated emails
through Outlook. This validates secure,

_ delegated access using least privilege
Microsoft account principles for automation accounts.

New app(s) have access to your data

Microsoft account team< .microsoft.com>
To: You

o Getting too much email?

Azure Logic Apps (Canada Central) connected to the Microsoft account @outlook.com.

If you didn't grant this access, please remove the app(s) from your account.

Manage your apps

You can also opt out or change where you receive security notifications.

Thanks,
The Microsoft account team

Privacy Statement ® Perpa rimLabs

Microsoft Corporation,

#PerparimLabs | Azure Security Automation |
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Remediation Guidance

« Reviewed Defender’s remediation guidance to resolve detected risks — like enabling Malware
Scanning and Sensitive Data Threat Detection.
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All services > Microsoft Defender for Cloud | Recommendations >
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Description

Microsoft Defender for Storage detects potential threats to your storage To enable this plan across all Azure Storage accounts within a subscription, please follow the steps outlined below: po I iCieS
accounts. It helps prevent the three major impacts on your data and workload: -
malicious file uploads, sensitive data exfiltration, and data corruption. 1. Navigate to the Azure portal and select 'Defender for Cloud'.

2. Once on the 'Defender for Cloud' page, choose "Environment Settings’ and select the relevant subscription.
The new Defender for Storage plan includes Malware Scanning and Sensitive 3. On the 'Defender plans’ page. enable Defender for Storage by toggling the "Storage’ plan to 'On’”.
Data Threat Detection. This plan also provides a predictable pricing structure 4. If the Defender for Storage (classic) plan is already enabled. locate the 'New plan available’ button under the pricing column and click on it.
(per storage account) for control over coverage and costs. Then, in the side menu, select 'Upgrade subscnption’.

5. To save these changes, click’ Save’ in the ‘Defender plans’ menu.
With a simple agentless setup at scale, when enabled at the subscription level,
all existing and newly created storage accounts under that subscription will be
automatically protected. You can also exclude specific storage accounts from
protected subscriptions.

Note: To enable Malware Scanning and Sensitive Data Threat Detection, you need either Owner or specific roles with appropriate data actions. For
Activity Monitoring. "Security Admin’ permissions are required. Make sure you have these before proceeding.

Notes: £, Recommendation awner and set due date

Assign owner and set due date by which recommendation should be implemented.
1. Malware Scanning is charged on a per-gigabyte basis for scanned data.

To ensure cost predictability. a monthly malware scanning cap of 5TB is Assign owner & set due date @
established for each storage account’s scanned data volume, calculated
per month. Q Exampt
2. If you already have a Defender for Storage (classic) policy enabled and
want to migrate to the new plan, disable that palicy. You can see classic Exempt the entire recommendation, or disable specific findings using disable rules.
policies here. Exempted resources appear as not applicable and do not affect secure score.

Learn more about the pricing and cost controls here.

General details £2¢ Workflow automation

Set a logic app which you would like to trigger with this security recommendation.

® PerparimLabs

(U Prevention

Scope Ticket ID
Azure subscription 1 -

i i 7 X ~ - _
7 Was this recommendation useful O ‘es O No Enforce remediation for future resources or Deny creation of miscenfiqurad resources
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Automation loops like this form the foundation for continuous

Resu It & Clean u p cloud hardening. They reduce manual investigation, eliminate
repetitive alert handling, and align with the Zero Trust
principle: Assume Breach.

Successfully verified automation loop (alert — email — remediation).
Cleaned up Logic App, sample alerts, and test resources.

Microsoft Defender for Cloud’s automation with Logic Apps enables
proactive detection, instant alerting, and guided remediation. This
integration builds a foundation for intelligent, automated incident
response across hybrid environments.
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